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Oksana Debrah Ghana Health Services-Clinical Laboratory Unit TWG
Eric Okoree National Biosafety Authority TWG
Roland Srigboh Ghana Association of Medical Laboratory Scientists | TWG
Richard Owusu-Ansah | Centre for Heath Systems Strengthening TWG
Clara Apuusi National Biosafety Authority TWG
Morrah Oppong Kumasi Centre for Collaborative Reseach TWG
Ignatius Abowini Ministry of Health TWG
Kofi Bonney Noguchi Memorial Institute for Medical Research TWG
Stephen Nyarko Noguchi Memorial Institute for Medical Research TWG
Christopher Tamal World Health Organisation TWG
Charles Quaye Noguchi Memorial Institute for Medical Research Facilitator
Bernard Nkrumah African Field Epidemiology Network Facilitator
Julius Manjengwa Integrated Quality Laboratory Services Facilitator
Raymond Fatchu Integrated Quality Laboratory Services Facilitator
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Foreword

Biosafety aims to prevent the unintentional or accidental release of pathogens and toxins to
personnel handling the pathogens, the general population, and the environment, while
biosecurity aims to prevent the deliberate theft or diversion of high-risk biological agents or
toxins for use for harmful purposes including bioterrorism or biological weapons
proliferation.

The continuous rise in global travel, urbanization, terrorist interest in weapons of mass
destruction, and rapid technological advances has implications for disastrous biological
events arising from the creation and manipulation of pathogens with pandemic potential.
Recent events of public health concern and emergency of infectious diseases including the
Ebola outbreaks in West Africa, the SARS-CoV-2 pandemic, and increased use of
biocontainment laboratories, have heightened the need for building local capacity in Biorisk
management. The World Health Organization (WHO) Joint External Evaluation (JEE) and the
Global Health Security Index (GHS Index) report of 2021 has revealed that the capacity in
biosafety and biosecurity is very low for most countries across the world. The 2021 Global
Health Security Index ranks Ghana at 104 out of 195 countries and has an index score of
34.3 out of 100. Although this is an improvement on the 2019 ranking, challenges still
remain with the availability of adequate capacity to deal with threats of biosafety and
biosecurity.

Initiatives including the development of relevant policies, national action plans, and
guidance documents such as the National Biosafety and Biosecurity Guide for Laboratories
aimed at strengthening Ghana's biosecurity and biosafety systems must be supported.
These initiatives are in sync with the demands and objectives of International Health
Regulations (IHR) (2005), the Biological Weapons Convention (BWC), and United Nations
Security Council Resolution (UNSCR) 1540, National Health Policy of Ghana, Global Health
Security Agenda and Ghana’s commitments as a member of the Africa Union.

There is the need therefore to develop a consensus list of high-consequence pathogens and
agents as well as guidance documents on how to protect citizens within the country and
beyond against the deliberate or accidental release of bacteria, viruses, or other harmful
biological agents has become an imperative. The National Biosafety and Biosecurity Guide
for Laboratories provides guidance on actions and methods to better evaluate biorisks
posed by biological research or advances in technology, and how to ensure the safe transfer
of biological agents, to secure the agents and toxins there is the need for appropriate
physical security measures and technologies, effectively manage biosafety and security
threats within the country and enable Ghana to comply with international standards for
Biosafety and Biosecurity and the inventory of dangerous biological agents.

| entreat Heads of sister Ministries, Departments, Agencies, Laboratories, and all

stakeholders to support the implementation of this guide in order to ensure better biorisk
management in Ghana.
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Photos disclaimer

Unless otherwise noted, the photographs used in this manual were taken by IQLS in many
countries, or by some members of the written committee. Some photographs are deliberately
not sourced (country) as the photographs (wrong example) are only used for illustrative
purposes.
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Terms and Definitions

Acceptable risk: The risk that is considered acceptable and allows work to proceed
to bear in mind the expected benefit of the planned activities.

Accident: An inadvertent occurrence that results in actual harm such as infection,
illness, injury in humans, or contamination of the environment.

Aerosol: Liquid or solid particles suspended in air and of a size that may allow
inhalation into the lower respiratory tract (usually less than 10 micrometers in
diameter).

Aerosol/airborne transmission: The spread of infection caused by the inhalation of
aerosols.

Aerosol-generating procedure: Any procedure that intentionally or inadvertently
results in the creation of liquid or solid particles, which become suspended in the air
(aerosols).

Antibiotic: Molecule of natural (or semi-synthetic) origin that destroys or stops the
multiplication of bacteria, with a low level of toxicity for eucaryote cells and usable
via systemic administration.

Antimicrobial: Agent that kills microorganisms or stops their growth or
multiplication.

Antisepsis: Operation with a temporary result enabling living tissues (skin, mucosal
tissue, and wounds), within the limits of their tolerance, to eliminate or kill
microorganisms and/or to inactivate viruses.

Antiseptic: Product or process used in antisepsis. External use, rapid action,
harmless, preventive, or therapeutic action.

Asepsis: Protective method or technique of the organism against microbial
contamination.

Audit: Systematic, independent, and documented process for obtaining audit
evidence and evaluating it objectively to determine the extent to which audit criteria
are fulfilled.

Biohazard: A potential source of harm caused by biological agents or toxins.
Biological Agent: Any microorganism including those which have been genetically
modified, cell cultures, and endoparasites, which may be able to provoke any
infection, allergy, or toxicity in humans, animals, or plants.

Biorisk: Combination of the probability of occurrence of harm and the severity of
that harm where the source of harm is a biological agent or toxin.

Biosafety: Laboratory biosafety describes the containment principles, technologies,
and practices that are implemented to prevent unintentional exposure to biological
agents and toxins or their accidental release.

Biological safety cabinet (BSC): An enclosed, ventilated working space designed to
provide protection to the operator, the laboratory environment, and/or the work
materials for activities where there is an aerosol hazard. Containment is achieved by
segregation of the work from the main area of the laboratory and/or through the
use of controlled, directional airflow mechanisms. Exhaust air is passed through a
high-efficiency particulate air (HEPA) filter before recirculating into the laboratory or
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into the building’s heating, ventilation, and air conditioning system. There are
different classes (1, I, and Ill) of BSCs that provide different levels of containment.

e Biosafety committee: An institutional committee created to act as an independent
review group for biosafety issues, reporting to senior management. The membership
of the biosafety committee should reflect the different occupational areas of the
organization as well as its scientific expertise.

e Biosafety officer: An individual designated to oversee facility or organizational
biosafety (and possibly biosecurity) programs. The person fulfilling this function may
also be termed a biosafety professional, biosafety advisor, biosafety manager,
biosafety coordinator, or biosafety management advisor.

e Biosafety program management: The development, implementation, and oversight
of biosafety at the organizational level using a variety of information that includes
institutional policies, guidance documents for practices and procedures, planning
documents (training, recruitment, emergency/incident response), and record-
keeping (personnel, inventories, incident management)

e Biosecurity: Laboratory biosecurity describes the principles, technologies, and
practices that are implemented for the protection, control, and accountability of
biological materials and/or the equipment, skills, and data related to their handling.
Biosecurity aims to prevent their unauthorized access, loss, theft, misuse, diversion,
or release.

e Calibration: Establishment of the relationship between the measurement provided
by the instrument and the corresponding values of a known standard, allowing
correction to improve accuracy. For example, laboratory equipment such as
pipetting devices may need calibration periodically to ensure proper performance.

e Certification: A third-party testimony based on a structured assessment and formal
documentation confirming that a system, person, or piece of equipment conforms to
specified requirements, for example, to a certain standard.

e Communicability: Capability of a biological agent to be transmitted from one person
or animal to another, either through direct or indirect transmission. This is often
related to/represented by an epidemiological measurement called the basic
reproduction number (RO) which is an average number of secondary infections
generated by a single infected individual in a fully susceptible population.

e Code of practice (code of conduct, code of ethics): Non-legislated guidelines for
behavioral and practical standards that are voluntarily accepted as best practice and
are thus followed by one or more organizations and/or individuals.

e Consequence (of a laboratory incident): The outcome of an incident (exposure to
and/or release of a biological agent) of varying severity of harm, occurring in the
course of laboratory operations. Consequences may include a laboratory-associated
infection, other illness or physical injury, environmental contamination, or
asymptomatic carriage of a biological agent.

e Containment: The combination of physical design parameters and operational
practices that protect personnel, the immediate work environment, and the
community from exposure to biological agents. The term "biocontainment" is also
used in this context.

e Core requirements: A set of minimum requirements defined in the fourth edition of
the World Health Organization (WHO) Laboratory biosafety manual to describe a
combination of risk control measures that are both the foundation for, and an
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integral part of laboratory biosafety. These measures reflect international standards
and best practices in biosafety that are necessary to work safely with biological
agents, even where the associated risks are minimum.

e Corrective action: (OHSAS 18001:2007) Action to eliminate the cause of a detected
nonconformity or other undesirable situation. Note: Corrective action is taken to
prevent recurrence whereas preventive action is taken to prevent the occurrence.

e Decontamination: Reduction of viable biological agents or other hazardous materials
on a surface or object(s) to a pre-defined level by chemical and/or physical means.

e Disinfection: process to reduce the number of microorganisms, but not usually of
bacterial spores, without necessarily killing or removing all organisms.

e Disinfectant: Agents capable of eliminating viable biological agents on surfaces or in
liquid waste. These will have varying effectiveness depending on the properties of
the chemical, its concentration, shelf life, and contact time with the agent.

e Droplets: A suspension of particles, normally defined as more than 10 micrometers
in diameter, which tends to fall out of the air resulting in contamination of the
nearby surface.

e Emergency/incident response: An outline of the behaviors, processes, and
procedures to be followed when handling sudden or unexpected situations,
including exposure to or release of biological agents. The goal of an
emergency/incident response is to prevent injuries or infections, reduce damage to
equipment or the environment, and accelerate the resumption of normal
operations.

e Engineering controls : Risk control measures that are built into the design of a
laboratory or laboratory equipment to contain hazards. Biological safety cabinets
(BSCs) and isolators are forms of engineering control in order to minimize the risk of
exposure to and/or unintended release of biological agents.

e Exposure: An event during which an individual comes in contact with, or is in close
proximity to, biological agents with the potential for infection or harm to occur.
Routes of exposure can include inhalation, ingestion, percutaneous injury, and
absorption and are usually dependent upon the characteristics of the biological
agent. However, some infection routes are specific to the laboratory environment
and are not commonly seen in the general community.

Exotic disease: A disease not normally occurring in a particular region or area, often
imported from another area. It can also be referred to as a non-indigenous disease.

¢ Genetically modified microorganism (GMM) (EU Directive 98/81/EC)
Microorganism in which the genetic material has been altered in a way that does not
occur naturally by mating and/or natural recombination.

e Harm: Adverse effect on the health of people, animals, or plants, on the
environment, or on property.

e Hazard: An object or situation that has the potential to cause adverse effects when
an organism, system, or (sub)population is exposed to it. In the case of laboratory
biosafety, the hazard is defined as biological agents which have the potential to
cause adverse effects to personnel and/or humans, animals, and the wider
community and environment. A hazard does not become a “risk” until the likelihood
and consequences of that hazard causing harm are taken into account.

e Heightened control measures: A set of risk control measures as described in the
WHO Laboratory biosafety manual that may need to be applied in a laboratory
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facility because the outcome of a risk assessment indicates that the biological agents
being handled and/or the activities to be performed with them are associated with a
risk that cannot be brought below an acceptable risk with the core requirements
only.

e Inactivation: Removal of the activity of biological agents by destroying or inhibiting
reproductive or enzyme activity.

¢ Incident: An occurrence that has the potential to, or results in, the exposure of
laboratory personnel to biological agents and/or their release into the environment
that may or may not lead to actual harm.

e Infectious substances: The term applied for the purposes of transport to any
material, solid or liquid, which contains biological agents capable of causing
infection in either humans, animals, or both. Infectious substances can include
patient specimens, biological cultures, medical or clinical wastes, and/or biological
products such as vaccines.

e Initial risk: Risk associated with laboratory activities or procedures that are
conducted in the absence of risk control measures.

e Likelihood (of a laboratory incident): The probability of an incident (that is exposed
to and/or a release of a biological agent) occurring in the course of laboratory work.

e Microorganism: Microbiological entity, cellular or non-cellular, capable of replication
or of transferring genetic material including viruses, viroids, animal and plant cells in
culture.

e One Health: Defined as a collaborative, multisectoral, and transdisciplinary approach
— working at the local, regional, national, and global levels — with the goal of
achieving optimal health outcomes by recognizing the interconnection between
people, animals, plants, and their shared environment.

e Personal protective equipment (PPE): Equipment and/or clothing is worn by
personnel to provide a barrier against biological agents, thereby minimizing the
likelihood of exposure. PPE includes, but is not limited to, laboratory coats, gowns,
full-body suits, gloves, protective footwear, safety glasses, safety goggles, masks,
and respirators.

e Pathogen: A biological agent capable of causing disease in humans, animals, or
plants.

e Preventive action: (OHSAS 18001:2007) Action to eliminate the cause of a potential
nonconformity or other undesirable potential situation. Note: Preventive action is
taken to prevent occurrence whereas corrective action is taken to prevent a
recurrence.

e Procedure: (adapted from OHSAS 18001:2007) specified way to carry out an activity
or a process.

e Propagation: The action of intentionally increasing or multiplying the number of
biological agents.

e Prophylaxis: Treatment given to prevent infection or to mitigate the severity of the
disease if infection were to occur. It can be delivered before possible exposure or
after exposure before the onset of infection.

e Residual risk: Risk that remains after carefully selected risk control measures have
been applied. If the residual risk is not acceptable, it may be necessary to apply
additional risk control measures or to stop laboratory activities.
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Risk: A combination of the likelihood of an incident and the severity of the harm
(consequences) if that incident were to occur.

Risk assessment: A systematic process of gathering information and evaluating the
likelihood and consequences of exposure to or release of workplace hazard(s) and
determining the appropriate risk control measures to reduce the risk to an
acceptable risk.

Risk control measure: Use of a combination of tools, which include communication,
assessment, training, and physical and operational controls, to reduce the risk of an
incident/event to an acceptable risk. The risk assessment cycle will determine the
strategy that should be used to control the risks and the specific types of risk control
measures required to achieve this.

Risk evaluation: Part of risk assessment is where the likelihood of exposure to a
hazard is weighed against the potential severity of the harm under a set of
predefined circumstances, such as a specific laboratory procedure. The goal of a risk
evaluation is to determine whether the assessed risk is acceptable, or whether
further targeted risk control measures should be implemented to prevent or reduce
the risks.

Risk management: The process of identifying, monitoring, and managing potential
risks in order to minimize the negative impact they may have on an organism,
humans, plants, and the environment.

Safety: freedom from unacceptable risk.

Safety culture: A set of values, beliefs, and patterns of behavior instilled and
facilitated in an open and trusting atmosphere by individuals and organizations
working together to support or enhance best practices for laboratory biosafety,
irrespective of whether it is stipulated in applicable codes of practice and/or
regulations.

Sterilization: A process that kills and/or removes all biological agents including
spores.

Standard Operation Procedures (SOP): A set of well-documented and validated
stepwise instructions outlining how to perform laboratory practices and procedures
in a safe, timely, and reliable manner, in line with institutional policies, best
practices, and applicable national or international regulations.
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Lists of abbreviations and acronyms

APHIS Animal and Plant Health Inspection Service
BEA Blood Exposure Accident

BMBL Biosafety in Microbiological and Biomedical Laboratories
BSC Biological Safety Cabinet

BSL Biosafety Level

CDC Centers for Disease Control and Prevention
DNA Deoxyribonucleic acid

DST Drug Susceptibility Testing

EBS Event-Based Surveillance

GHS Ghana Health Service

GLPP Good Laboratory Practice and Procedure
GMO Genetically Modified Organisms

HBsAg Hepatitis B surface Antigen

HBV Hepatitis B Virus

HCM Heightened Control Measures

HCV Hepatitis C Virus

HEPA High Efficiency Particulate Air

HIV Human Immunodeficiency Virus

IATA International Air Transport Association

ICAO International Civil Aviation Organization
IDSR Integrated Disease Surveillance and Response
IHR International Health Regulations

ISO International Organization for Standardization
LAIs Laboratory Acquired Infections

MCM Maximum Control Measures

MDR-TB Multiple Drug Resistant Tuberculosis

MEF Monitoring and Evaluation Framework
MoFA Ministry of Food and Agriculture

MoH Ministry of Health

NADMO National Disaster Management Organization
NFPA National Fire Protection Association

OPA Orthophtalaldehyde

PCR Polymerase Chain Reaction

PDCA Plan, Do, Check, Act

pH Hydrogen lon Concentration

PPE Personal Protective Equipment

PSDS Product Safety Data Sheet

RACE Race, Alarm, Confine, Evacuate or Extinguish
SOPs Standard Operating Procedures

1B Tuberculosis

UN United Nations

UPS Uninterruptible Power Supply

USDA United States Department of Agriculture

uv Ultraviolet

VSD Veterinary Services Directorate

WHA World Health Assembly

WHO World Health Organization

ZN Ziehl Neelsen
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1.0 Introduction

Biosafety and biosecurity are central to the global protection of human, animal, and
environmental health from hazardous biological agents. Laboratory biosafety and
biosecurity activities are important in protecting the laboratory workforce and wider
community against unintentional exposures or release of pathogenic biological agents.
These activities are implemented through a risk assessment and through the development
of a safety culture which is needed to minimize the likelihood and severity of any potential
exposure. New technologies, especially the use of molecular methods have reduced the
number of activities requiring the culture of biological agents.

A review! of recent laboratory-associated infections showed that most were caused by
human factors rather than malfunctions of engineering controls. Factors like the absence of
PPE, ignored risk assessments, lack of SOPs, needle stick injuries, and insufficiently trained
personnel have been identified. The strength of any laboratory’s safety program can only be
as good as its least competent worker.

1.1 International Health Regulation (IHR)

The International Health Regulations (IHR) is an international legal instrument binding on
196 countries, including the 194 WHO Member States. The IHR grew out of the response to
deadly epidemics that were entering Europe from Asia through a series of Sanitary
Conferences beginning in 1851 2.

The purpose and scope of the IHR are “to prevent, protect, control and provide a public
health response to the international spread of diseases in ways that are commensurate with
and restricted to public health risks, and which avoid unnecessary interference with
international traffic and trade”. During the 58th World Health Assembly (WHA) on 23 May
2005, the IHR was revised and adopted.

Since June 2007, countries have been putting in place efforts to strengthen their IHR core
capacities. To strengthen the long-term assessment and development of IHR's (2005) core
capacities, WHO developed the IHR Monitoring and Evaluation Framework (MEF) which
includes four components: Annual reporting, Joint External Evaluations (JEE), Simulation
exercises, and After-action reviews.

Under the IHR (2005) all State Parties are required to have or to develop minimum public
health capacities to implement the IHR (2005) effectively; helping build national health
security capacity, enabling them to identify areas for improvement and also present the
opportunity to collaborate with other countries and with the World Health Organization
(WHO).

!'Wurtz, N. & Papa, Anna & Huki¢, Mirsada & Di Caro, Antonino & Leparc-Goffart, I. & Leroy, Eric & Landini,
M. & Sekeyova, Z. & Dumler, John & Badescu, D. & Busquets, N. & Calistri, Arianna & Parolin, C. & Palu,
Giorgio & Christova, Iva & Maurin, Max & la Scola, Bernard & Raoult, Didier. (2016). Survey of laboratory-
acquired infections around the world in biosafety level 3 and 4 laboratories. European Journal of Clinical
Microbiology & Infectious Diseases. 35. 10.1007/s10096-016-2657-1.

2 Gostin LO, Katz R. The International Health Regulations: The Governing Framework for Global Health
Security. Milbank Q. 2016 Jun;94(2):264-313. doi: 10.1111/1468-0009.12186. Epub 2016 May 11. PMID:
27166578; PMCID: PMC4911720.
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1.3 One Health and Zoonoses

One Health is a collaborative, multisectoral, and transdisciplinary approach working at all
levels (global, national, regional, and local) with the goal of achieving optimal health
outcomes whilst recognizing the interconnection between people, animals, plants, and their
shared environment3. It recognizes that the health of people is closely connected to the
health of animals and our common environments. It is not a new concept, but it has become
important in recent years primarily because interactions between people, animals, plants,
and the environment have increased. The increased interactions have led to the spread of
existing and new or emerging diseases that can spread from animals to humans (zoonotic
infections) and vice versa. Successful public health interventions require the cooperation of
human, animal, and environmental health partners through communication, collaboration,
and coordination of activities.

1.4 One Health and Integrated Disease Surveillance and Response in Ghana

Current research and data indicate that close to 60% of new or emerging infectious diseases
affecting human beings in recent times were caused by pathogens coming from animals or
products of animal origin.* The recent epidemics in West Africa with their corollary of
human and animal victims, and social and economic repercussions ended up convincing
even the most skeptical that a concerted approach and multi-sector collaboration were
urgently needed.

A technical and ministerial meeting was convened at the Radisson Blu Hotel in Dakar,
Senegal, from 8 to 11 November 2016 to share experiences and explore challenges
encountered during the One Health approach to fight zoonosis and related public health
threats. During the meeting, the One Health concept was adopted as a holistic approach to
responding to public health events such as high-impact infectious diseases emerging at the
interface between human beings, animals (domestic and wild), and the environment.

Consequently, a One Health round table conference was held in Accra in February 2018 on
preventing and controlling zoonotic diseases. Participants were technical experts drawn
from the Veterinary Services Directorate (VSD) of the Ministry of Food and Agriculture
(MoFA), the Ghana Health Service (GHS) of the Ministry of Health (MoH) and the Wildlife
Division of the Forestry Commission of the Ministry of Lands and Natural resources agreed
that a collective One Health approach improves the detection and response to infectious
diseases' Prioritization of priority zoonotic diseases occurred in February 2019 at a meeting
held at Alisa Hotel, Accra.

On 3 May 2019, a consultative workshop to engage stakeholders and seek views on
proposed policy development for the adoption and implementation of the One Health
approach in Ghana was organized. In line with this, a multi-sectoral technical working group
was constituted to guide the National Disaster Management Organization (NADMO) to
coordinate a nationwide process to develop a national policy and action plan for One
Health.

3 https://www.cdc.gov/onehealth/index.html

4 Jones KE, Patel N G, Levy MA, Storeygard A, Balk D, Gittleman, JL, Daszak P, (2008) Global Trends in Emerging
Infectious diseases. Nature Vol 451
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The One Health approach is intrinsic to and strongly reinforced by WHO’s IHR 2005 and the
IDSR strategy as well as other global health frameworks. IDSR is an approach that aims at
collecting health data for multiple health events and diseases using standardized tools. To
ensure robust early warning and prompt response, the IDSR data collection, and analysis
system relies on two main channels of information, namely: 1) Indicator-Based Surveillance
(IBS) and 2) Event-Based Surveillance (EBS). The One Health approach applies toward
improving indicator and event-based surveillance - the cornerstone for the early warning
function of the IDSR. Animal and human health workers as well as other relevant partners
should be engaged at various levels to be information sources for IDSR to further facilitate
information sharing and joint rapid response activities. Response activities should be
anchored on standard biosafety and biosecurity principles and procedures.

Biosafety and Biosecurity are central to the global protection of human health from
hazardous biological agents under the Global Health Security Agenda. Laboratory biosafety
and biosecurity activities are important in protecting the laboratory workforce and the
wider community against unintentional exposures or release and/or intentional release or
use of pathogenic biological agents. These activities are implemented through a risk
assessment and through the development of a safety culture which is needed to minimize
the likelihood and severity of any potential exposure. New technologies, especially the use
of molecular methods, have reduced the number of activities requiring the propagation of
biological agents.

1.5 Complementary Roles of Biosafety and Biosecurity in Biorisk Management:

Biosafety and Biosecurity are closely linked to human health, animal health, environmental
protection, and safeguards against the misuse of biological agents. Biosafety is a term used
to describe the collection of practices, technologies, and containment principles that
prevent unintentional exposure to and/or the release of biological agents. Biosecurity, on
the other hand, describes the institutional and personal security measures developed to
avoid the loss, theft, misuse, dispersion, or intentional use of pathogens and toxins.
Biosafety and Biosecurity are of growing importance as a result of globalization,
technological progress, and the rapid increase in communication due to travel for trade and
tourism. Laboratory biosafety and biosecurity are fundamental to risk management
practices that should be employed in all laboratories. While they are separate concepts, it is
important to recognize that both are complementary, and both share a common goal: to
keep the laboratory, the community, and the environment safe and secure.
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Biosafety Biosecurity
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washing, spill clean-up) waste materials

Personal Protective Proper shipping procedures

Equipment (PPE)

Practices and Procedures

Figure 1: The relationship between Biosafety and Biosecurity.

As a simplistic summary, we can define both concepts as follows: “Biosafety is keeping bad
bugs from good people, whereas biosecurity is keeping bad bugs from bad people”.

2.0 Organization of Laboratory Safety

Risks related to outbreaks of emerging and highly infectious diseases in an international
context emphasize the need for effective measures to prevent, detect and respond to
outbreaks and other public health hazards as defined by the International Health
Regulations. Effective management of laboratory risks should be supported by established
measures at national and institutional levels. National governments and authorities must
assess risks and apply nationwide regulatory frameworks to control them. National
authorities establish national policies, legislation, regulation, and/or guidance documents
that stipulate the type of risk control measures that must be implemented by a laboratory if
they are to be authorized to operate. Where this is the case, an oversight system has
generally been developed to ensure compliance with the regulations. Such regulations must
strike a balance between ensuring national risk mitigation and allowing laboratories enough
flexibility to operate sustainably, within their means, and continue their work to benefit the
communities they serve. Rapid disease diagnostics, innovative treatments, and new
knowledge about biological agents are all essential activities to improve local and global
health care and should always be prioritized.

Organizations, where biological, chemical, and other agents are handled, have an obligation
to assess the risks that exist within their facilities and apply appropriate risk control
measures to protect their personnel, community, and environment.

A structured system to manage laboratory risks should be implemented at the national level
to direct how organizations can meet their related obligations with organization risk
assessments further guiding the selection and implementation of appropriate risk control
measures and mitigation. This should be well complemented by a set of tools, information,
and associated actions overseen by the organization’s top management.
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2.1 The Approach

A structured oversight for managing risks implemented at the national level will inform and
direct the mechanisms by which organizations can meet their related obligations. In general
terms, three common approaches can be used by national authorities to assess risks and
apply regulatory frameworks. Each approach uses a classification system to group either the
biohazard or the work being performed with them into categories to which different
regulations can be applied. Many countries use a combination of these approaches to
appropriately address nationally identified risks and to cover the various activities where
biohazards may be handled in different sectors that may extend beyond public health to
other sectors.

Table 1: Approaches and methodologies to biosafety oversight

Approaches Method

Activity-based The development of regulations that apply to the types of work being performed

on a biological agent (rather than the biological agent itself). For example,
regulations were developed for all work involving recombinant DNA.

List-based The development of one or more sets of national regulations and an

accompanying list of all the biological agents for which those regulations apply.

Risk or hazard group Biological agents are classified into “risk” or “hazard groups” based on each

agent’s characteristics and epidemiological profile. The higher the risk or hazard
group, the higher the likelihood that the agent will cause and spread infection
in humans or animals and/or the more severe the consequences of that
infection will be to an individual and public health, if it were to occur.
Regulations are then developed that apply to each of the risk or hazard groups.
Chemical and other risks are also assessed and regulations apply to their use
in laboratories.

2.2 Approach to national framework development

Effective management of a structured biosafety program ensures that the following has
been done:

Commitment from senior management to provide resources, and appropriately
address, and manage the risks associated with biological activities.

All safety risks associated with work activities have been identified and understood
and controlled.

Practice and procedures necessary to control risks have been put in place and are
monitored regularly to ensure continued effectiveness and relevance.

A framework has been developed for the appropriate training of personnel in safety
practices and biosecurity awareness.

The roles and responsibilities are clearly understood.

Activities related to laboratory safety and its associated policies and procedures are
aligned with national and international guidelines and regulations.
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2.3 Roles and Responsibilities

The implementation of this national document should follow the national
protocol/administrative structures of the implementing institution/agency.

2.3.1 National Biosafety/Biosecurity Agency

The national agency shall be the competent national authority for biosafety and biosecurity.
As such, its mission shall be to:

Provide for the coordinated implementation of this guide.

Record and coordinate reports of suspected new organisms, and manage
appropriate responses to such reports.

Apply the rules for the assessment, management, information, and control of the
risks inherent in the handling of organisms in laboratories.

Ensure safety in the development, use, and transfer including the transboundary
movement of any organism with the exception of transboundary movement of
organisms, which are pharmaceutical products intended for humans, covered by
other international agreements.

Examine and authorize applications for the establishment of laboratories intended to
develop, use, transboundary movement, and place on the market of any GMO.
Ensure scientific assessment of the risks likely to be caused by organisms within the
laboratory space and propose management measures to control them.

Carry out inspections and technical audits of structures responsible for the
development, testing, use, and transfer including the transboundary movements of
health-related potential pathogens.

Ensure public information/awareness and participation in decision-making on the
development, use, handling, and transfer of the organisms.

Ensure effective and adaptable biosecurity measures, including emergency response
plans to manage risks in laboratories.

Ensure early warning systems are in place to address any likely biorisk situation in
laboratories around the country.

Ensure that adequate biosecurity measures are imposed as and when required and
sustained as long as necessary.

Ensure the establishment of effective training schemes for personnel in the
laboratory biosecurity space.

Ensure effective biosecurity to protect data, bio information, and valuable biological
materials are maintained by laboratories.

2.3.2 Ministries, Departments, and Agencies

1.

Ensure the establishment and enforcement of national policies, legislation,
regulation, and/or guidance documents that stipulate biosafety and biosecurity
requirements to be implemented by a laboratory if they are to be authorized to
operate.

Provides an oversight system to ensure compliance with the regulations. Such
regulations should strike a balance between ensuring national risk mitigation and
allowing laboratories enough flexibility to operate sustainably, within their means,
and continue their work to benefit the country.
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3. Ensure the provision of funds for biosafety and biosecurity programs.

2.3.3 Top Management of Institutions

The top management of the institution is responsible for :
e Establishing and managing a biosafety program.
e Defining and assigning roles and responsibilities.
e Ensure biosafety cabinets' annual certifications (national program or outsourced).
e Create policies and guidelines.
e Support the biosafety program.
e Provide oversight of the biosafety program.
e Provide funding to support Biosafety programs providing oversight of the
implementation and ongoing review of the safety program components.

2.3.3.1. Institution Director

e Ensures the application of health and safety regulations

e Develops and implement the health and safety policy

e Provides safety equipment.

e Implementation of recommendations by senior management

2.3.3.2 Head of the laboratory

The head of the laboratory is responsible for implementing and promoting biosafety to
ensure the safety of all personnel, contractors, and visitors to the facility. The head of the
laboratory is also responsible for protecting the environment from hazards arising from the
work being done in the laboratory. The responsibilities can be summarized below:
e Provide the necessary resources, prioritize and promote biosafety and biosecurity
policy in the laboratory he or she heads.
e Ensure waste management program is in place whether onsite or offsite.
e Integrate risk management at all levels from top to bottom of the laboratory's
organizational chart.
e Seize every opportunity to improve prevention and investigate the ultimate causes
of accidents.
e Allow access to the laboratory to any foreign person and ensure that they are aware
of the inherent risks.
e Prevent their recurrence.
e Keeps an open channel of communication.
e Safeguard the whistleblowers.
e Consider all shortcomings as opportunities for improvement.

2.3.4 Biosafety Manager

Each laboratory must designate a full-time or part-time manager depending on the size of
the laboratory and with the required qualifications, certifications, training, and experience.
This is an individual designated to oversee facility or organizational biosafety and biosecurity
programs. The role of the Biosafety Manager is to:
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e Provide advice and guidance to personnel and management of biological safety
issues.

e Develop and maintain a safety manual and related standard operating procedures.

e Supervise and train other officers.

e Conduct post-incident investigations, including potential leaks of toxic or potentially
infectious substances, and report on the results of investigations and
recommendations to the Laboratory Director and the Biosafety Committee (2.3.6).

e Coordinate with medical staff on possible laboratory-acquired infections (LAls).

e Ensure the correct management of biomedical waste.

e Ensure the effective decontamination of any instrument or piece of equipment
before repair or after-sales service.

e Conduct periodic internal safety audits.

e Coordinate risk assessment at the level of medical biology laboratories.

e Keep and update the register of biological and chemical materials stored in the
laboratory.

e Define in collaboration with the biosafety committee the specifications for the
choice of service providers responsible for the removal and destruction of
biomedical waste.

e Participate in the selection and monitoring process of these providers.

e Follow the instructions for other requirements decided by the Biosafety Committee
or the Laboratory Director arising from unseen situations.

2.3.6 Biosafety Committee

A biosafety committee is an institutional committee created to act as an independent
review group for biosafety issues; it reports to senior management. The members of the
committee must include a microbiologist and should reflect on the different occupational
areas of the organization. An institutional biosafety committee shall be composed of not
less than 5 persons approved by senior management who collectively have experience and
expertise.

2.3.7 Health and Safety Committee

This is an institutional committee created to act as an independent review group for
promoting the health and safety policy and program. It assists the employer in resolving
worker health and safety complaints. The committee promotes and monitors compliance
with health and safety regulations. The members of the committee should reflect the
different occupational areas of the organization as well as scientific expertise. A core
committee must include:

e The biosafety manager,

e The quality assurance manager,

e Scientists,

e Microbiologist,

e Representatives of technical staff, including cleaning and disinfection staff,

e Management representatives.

It is responsible for:
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e Evaluation,

e Control,

e Advice,

e Promotion,

e (Crisis management,

e Support the biosafety officer in his activities,

e Decision-making following recommendations made by the biosafety officer,
e Identification of training needs.

2.3.8 Laboratory staff

All personnel within the organization who have access to the laboratory space or biological
agents in the facility are responsible for supporting and contributing to a safety program.
Laboratory staff must:

e Respect the rules and good practices.

e Decontaminate devices in need of repair.

e Ensure the sorting of biomedical waste.

e Be aware of any security-related procedures.

e Inform the biosafety manager in the event of an incident or near-miss incidents.

All employees, whoever they are, and all supervisory staff, are individually and collectively
responsible for their own safety and that of their colleagues. Employees are expected to do
their jobs without putting themselves and their colleagues at risk. They must report any
dangerous behavior, circumstance, incident, or near-miss events to their supervisor and
biosafety manager.

2.3.9 Biosafety Program
2.3.9.1 Purpose

Biosafety manuals define policies and procedures pertaining to the use of biological
materials in research. These policies and procedures are designed to safeguard personnel
and the environment from biologically hazardous materials without unduly limiting
academic research.

The work practices, procedures, and policies specified are based on regulatory requirements
and accepted best biosafety practices. Implementation of these measures will reduce the
likelihood that an incident involving a biological agent will occur and will fulfill regulatory
biosafety expectations. Laboratory work usually involves potential exposure to biological
hazards, as well as to chemical and radiological hazards.

2.3.9.2 Goals

The goals of the biological safety program are to protect laboratory workers, the public, and
the environment from potentially hazardous biological agents. Biosafety committees
advocate the use of biosafety precautions that effectively reduce or eliminate the risk of
exposure to potentially hazardous agents used in the laboratory. In developing its
guidelines, the biosafety committee is ensuring that all policies and procedures are in
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accordance with both the regulatory frameworks governing the use of biological materials
and the best practices adopted nationally.

All the risk control measures implemented as part of the core requirements must be
sufficiently managed to help secure a safe working environment under a well-structured
biosafety program.

Effective management of the biosafety program can be achieved by implementing the
following project management cycle: planning — assessment — implementation — review and
improvement. The four stages of the cycle should be carried out in all types of facilities and
the elements associated with each stage should be defined and represented. Figure 1 gives
an overview of how the foundational elements are managed within the biosafety program
management cycle.

STEP 1. PLANNING
Biosafety policy
Biosafety officer

Biosafety committee

)

STEP 2. ASSESSMENT

STEP 4. REVIEW G
Biosafety risk assessment

AND IMPROVEMENT BIOSAFETY
4 & Biosecurity risk assessment
Incident reporting PROGRAMME
and investigation MANAGEMENT

Inventory control CYCLE

Internal and external

audits and inspections
STEP 3. IMPLEMENTATION

Biosafety manual

Biosecurity plan,
laboratory access
and physical security

Occupational health programmes

Personnel management
and training

Safe work practices and SOPs
Facility design

and safety equipment

Waste management
Emergency response

Records and documentation

Figure 2: General Overview of a Biosafety Program

2.4 Biosafety Training
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All employees should undergo annual or periodic biosafety /biosecurity pieces of training to

equip them with the skills necessary to handle infectious organisms and biohazards.
Biosafety training should be mandatory for all staff (technical and non-technical).

2.5 Biosafety inspection and audits

Biosafety audits represent one of the most important elements of an effective biosafety
program.

e Biosafety inspections and audits must be performed by trained and certified
biosafety auditors at all levels. Audits should be performed at least once a year or
earlier when necessary.

e A national standardized checklist for laboratory biosafety inspection and audit will
be developed for this purpose.

e Any laboratory should welcome any possible assessment, inspection, or audit
(safety/ biosafety) proposed by any partner or project as a means of continuous
improvement.
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3.0 Risk Management

Risk management involves standard and documented processes to identify health and
safety hazards and risks associated with biological, chemical, physical, and other agents in
the laboratory. Loss of productivity increased cost, and most importantly human health
implications are the reasons why it is very important to manage risk in laboratories. Risk
management is designed to identify the risk, and implement control measures to reduce or
eliminate risks.

The benefits of risk assessment in the laboratory extend beyond risk reduction and
mitigation. Laboratory risk assessments can also help to provide an effective allocation of
resources, planning for preventive maintenance and renovations, identification of training
needs, and evaluation to check for compliance with governmental regulations and
procedural changes.

3.1 Risks in the laboratory

Laboratories represent one of the health sectors most exposed to the risks associated with
biological, chemical, and physical agents. Biological agents (bacteria, viruses, parasites,
fungi, toxins), including genetically modified microorganisms, cell cultures, and human
endoparasites can cause infection, allergy, or intoxication. Chemical agents (oxidizing
materials, corrosive substances, irritants, and gene mutations substances such as ethidium
bromide) and physical agents (such as gases, radiation, electrical and non-ionizing radiation)
if not handled properly these agents pose risks to laboratory personnel, the community, and
the environment. These risks can be accidental or deliberate and require the
implementation of biosafety and biosecurity measures. A laboratory should perform an
initial risk assessment before any work is started and whenever a change occurs.

3.2 Classification of Biological Agents

The classification of a microorganism to a risk group depends on its characteristics:
e Pathogenicity,
e [nfectious dose,
e The mode of transmission,
e The range of hosts,
e The availability of effective preventive measures (e.g. a vaccine),
e The availability of effective treatments (e.g. antibiotic, antiviral).

3.2.1 Pathogenic risk groups

Level 1 Risk Group

e Low or no risk to the individual or community.

e The pathogen is not associated with any disease in humans or animals.

e |t can be used for practical school work.

e The development of disease due to level 1 organisms in humans or animals is
extremely unlikely.

e Example: Bacillus subtilis.

Level 2 Risk Group
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e Moderate risk to the individual, low risk to the community.

e The pathogen is associated with a disease (in humans or animals) that is generally
not serious and for which effective prophylaxis and therapy are available; therefore,
it does not pose a real danger to laboratory personnel, society, livestock, or the
environment.

e Exposure in the laboratory is likely to cause a serious infection but one that can be
prevented and effectively treated; the risk of transmission beyond the laboratory is
limited.

e Examples: Klebsiella oxytocic, Neisseria meningitidis, Streptococcus pneumoniae,
Staphylococcus aureus, measles virus, and seasonal influenza.

Level 3 Risk Group

e High risk to the individual, low or moderated risk to the community.

e The pathogen is associated with a serious or fatal disease for humans that is
transmitted from one subject to another.

e There are effective precautionary measures and treatments.

e Examples: Multi-resistant Mycobacterium tuberculosis, Rickettsia akari, HIV, rabies
virus, Avian influenza, and Arbovirus.

Level 4 Risk Group

e High risk to the individual and the community.

e The pathogen is associated with a disease that is fatal to humans, which passes
easily from one subject to another by direct or indirect contact and for which
prophylactic or therapeutic means cannot be quickly accessed or available.

e Examples: Ebola virus, other Filoviruses, Crimean-Congo fever, Lassa fever,
Guanarito, Junin, Machupo, Sabia.

3.3 Routes of exposure

The main routes of exposure are summarized in Table 2 below:

Table 2: below presents some common pathogens, their infectious doses, and routes of infection.

Transmission Laboratory practices and accidents

Aerosol-producing procedures
e  Centrifugation
Inhalation e  Mixing, ultrasonic, vortex, mixer
e Spills and splashes
e  Contact of contaminated objects or fingers with the nose

e Needle stick
Transcutaneous e Laceration due to sharp objects (blades, broken glass)

e Splashes on the mouth

e  Contact with contaminated objects or fingers with the mouth
Ingestion e Food intake in the laboratory

e  Mouth pipetting

e Splashing
e Contact with contaminated objects

Contamination of the skin and mucous
membranes
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Table 3: Infectious dose and route of inoculation of major pathogen

Organism Infectious dose Route of infection
Escherichia coli 108 ingestion
Escherichia coli 0157: H7 10 ingestion

Bacillus cereus >10°/g ingestion
Campylobacter jejuni <500 ingestion
Treponema pallidum 57 transcutaneous
Francisella tularensis 10 inhalation, ingestion
Bacillus anthracis ~8000 spores? inhalation, ingestion
Mycobacterium tuberculosis & bovis <10 inhalation

Coxiella burnetii 10 inhalation
Salmonella typhi 10° ingestion

Shigella flexneri 180 ingestion

Vibrio cholerae 108 ingestion

Yersinia pestis 100 - 500 ingestion, inhalation
smallpox virus (V. major) 10 - 100 ingestion, inhalation (rare)
Poliovirus 2 ingestion

Virus Influenza A2 <790 inhalation
Venezuelan encephalitis virus 1 Subcutaneous
Hepatitis A virus 10- 100 ingestion, intravenous
Adenovirus >150 Intra nasal
Respiratory syncitial virus >100 - 640 Intra nasal
Plasmodium falciparum 10 Intravenous
Histoplasma capsulatum 10 (mice) inhalation

3.4 Chemical risks

Various chemicals are used daily in the laboratory. The management of these products
requires a good knowledge of their characteristics and how they should be handled and
stored. They present a serious risk that must be taken into account in the organization.

3.4.1 Chemicals

The laboratory must maintain a list of the chemicals it uses. A list of commonly used
chemicals is given in Annex 9.2. The laboratory must ensure that a product safety data sheet
is associated with each of these products and available at the laboratory.

Laboratory personnel should be aware of the uses, hazards, and precautions to be taken
when using them and how they should behave in the event of a problem (spills, ingestion,
skin contact, etc.).

3.4.2 Identification of chemicals

Staff should always check product labeling and recognize safety pictograms and fully
understand the chemical, physical and hazardous properties they report.
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Note: Any secondary container into which a
hazardous product has been transferred from a
labeled container must in turn be labeled with the
same information: chemical identity, precautions for
use, hazards, etc.

Products prepared on site
Any chemical prepared in the laboratory (especially
hypochlorite) must be clearly labeled. The label
must indicate:

e The full name of the product;

e Concentration;

e The date of preparation (daily for hypochlorite); Figure 3: Example of

e The expiration date (where applicable); docu_mentatlon of a d-ally

e Possibly the name of the person who prepared solution of hypochlorite,
it. Kyrgyzstan

3.4.3 Handling chemicals

Regardless of the requirements of the Product Safety Data Sheet (PSDS) and/or NFPA
documentation, it is recommended to:
e Wear PPE (gowns, gloves, glasses, masks, etc.) adapted to the chemicals handled;
e Avoid incompatible manipulations for (example: pour the acid into the water and
never the other way around).
e All staff handling chemicals must use the appropriate safety device or abide by the
safe operating protocol.

3.4.4 Storage

Some incompatible substances should not be stored together to avoid certain reactions,
fires or explosions. Read the PSDS on this subject.

Some chemical incompatibilities are listed in Table Error! Reference source not found.
below. The products in the left column must not come into contact with those in the right
column.

Table 4: Chemical incompatibilities

Substance category Substance incompatible

Acid Base

Alkali metals (Sodium, Potassium, Cesium, Carbon dioxide, chlorinated hydrogen carbides, water
Lithium)

Halogen Ammonia, acetylene, hydrocarbons

Acetic acid, hydrogen sulphide, aniline, Oxidizing agents (chromic acid, nitric acid, peroxides,
hydrocarbons, sulphuric acid permanganates)

The following rules must be followed when storing chemicals:
e keep in the laboratory only the necessary quantity of products;
e Always place products below eye level;
o keep hazardous products and those of large volumes at ground level;
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Provide a well-ventilated storage space;

Accurately keep an inventory of products at all times;

Apply good stock management practices;

Monitor the storage of products over time;

Meet the recommended storage conditions (ideally in fire-proof chemical cabinets);
Ensure that the nature and list of products (identity and hazard) are prominently
indicated on the container and displayed at the entrance to the storage
room/cabinet.

3.5 Physical risks

The main physical risks are:
e Falls related to the quality of the flooring, clutter, or slippery floor; extended electric
wiring
UV irradiation, radiological;
Fire;
Explosions; centrifuge, autoclave, pressurized container, etc. ;
Electrical; electrocution, electric shock;
Thermal; ovens, hot plates, boiling, autoclaves;
Transport of heavy moving parts;
Injuries by moving parts of analytical automatons or other machines;
Injuries from sharps

Figure 4: Physical risks

3.6 Risk assessment

Control of risks is informed by performing a risk assessment. Risk assessment is a systematic
approach to finding and identifying hazards, assessing them, and putting in place
appropriate measures to manage and mitigate their impact on operations and processes.
Risk assessment is the term used to describe the stepwise process in which the risk(s) arising
from working with a hazard(s) are evaluated and the resulting information is used to
determine whether risk control measures can be applied to reduce those risks to acceptable
risks. Risk is the combination of the probability that a hazard will cause harm and the
severity of harm that may arise from contact with that hazard. Risk is usually defined based
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on the likelihood that an unfortunate event resulting in a specific danger or threat will occur
with the resulting consequences. Likelihood and consequences occur at different points in
the risk. Probability refers to whether or not the incident occurred. It precedes the event
while the consequences of the risk appear after the incident has occurred and are related to
its severity.

Risk is defined by two parameters:

e Likelihood refers to the potential for exposure and/or a release outside of the
laboratory

e Consequence refers to the severity of the outcome from exposure if it were to occur.
This could include a laboratory-associated infection, asymptomatic carriage,
environmental contamination, spread of disease throughout the surrounding
community, or other illnesses or injuries. For this reason, factors that contribute to
the occurrence of infection, such as routes of transmission, infectious dose, and
communicability, need to be considered in relation to the consequence of exposure
or release.

The true risk associated with a biohazardous agent cannot be determined by only
identifying its characteristics. Consideration must also be given to the types of procedure(s)
that will be performed with the biohazard agent and the environment in which these
procedures will take place. Any facility that handles biohazard agents has an obligation to
their personnel and the community to perform a risk assessment on the work they will
conduct and to select and apply appropriate risk control measures to reduce those risks to
an acceptable risk. The purpose of the risk assessment is to gather information, evaluate it
and use it to inform and justify the implementation of processes, procedures, and
technologies to control the risks present. Analysis of this information empowers laboratory
personnel as it gives them a deeper understanding of the risks and the ways in which they
can affect them. It helps create shared values, patterns of behavior, and perceptions of the
importance of safety and makes laboratory personnel more likely to conduct their work
safely and maintain a safety culture in the laboratory.

Risk assessments must always be conducted in a standardized and systematic way to ensure
they are repeatable and comparable in the same context. For this reason, many
organizations offer risk assessment templates, checklists, or questionnaires that provide
stepwise approaches to identify, evaluate and determine risks associated with the hazards
present, before using this information to identify appropriate risk control measures. The
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various steps of the risk assessment process collectively form a risk assessment framework

as shown below.

Table 5: Risk assessment steps

Step Key considerations

1. Gather information (hazard o
identification)

2. Evaluate the risks

0O 0O O O 0O 0O O O O

3. Develop arisk control strategy

o O O O

4. Select and implement risk control o
measures

What biological/ chemical/ physical agents will be handled and what are their
characteristics?

What type of laboratory work and/or procedures will be conducted?
What type(s) of equipment will be used?
What type of laboratory facility is available?

What human factors exist (for example, what is the level of competency of
personnel)?

What other factors exist that might affect laboratory operations (for example,
legal, cultural, socioeconomic, and public perception)?

How could an exposure and/or release occur?

What is the likelihood of exposure and/or release?

What information gathered influences the likelihood the most?

What are the consequences of an exposure and/or release?

Which information/factor influences the consequences the most?

What is the overall initial risk of the activities?

What is an acceptable risk?

Which risks are unacceptable?

Can unacceptable risks be controlled, or should the work not proceed at all?

What resources are available for risk control measures?
What risk control strategies are most applicable for the resources available?
Are resources sufficient to obtain and maintain those risk control measures?

Are proposed control strategies effective, sustainable and achievable in the
local context?

Are there any national/international regulations requiring prescribed risk
control measures?

What risk control measures are locally available and sustainable?

Are available risk control measures adequately efficient, or should multiple risk
control measures be used in combination to enhance efficacy?

Do selected risk control measures align with the risk control strategy?

What is the residual risk after risk control measures have been applied and is it
now acceptable?

Are additional resources required and available for the implementation of risk
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control measures?

o Are the selected risk control measures compliant with national/international
regulations?

o O O O O

@)

5. Review risks and risk control

Has approval to conduct the work been granted?

Have the risk control strategies been communicated to relevant personnel?
Have necessary items been included in the budget and purchased?

Are operational and maintenance procedures in place?

Have personnel been appropriately trained?

Have there been any changes in activities, biological or chemical or physical

measures agents, personnel, equipment or facilities?

o Isthere any new knowledge available of biological/ chemical/ physical agents
and/or the processes being used?

o Are there any lessons learnt from incident reports and investigations that may
indicate improvements to be made?

o Has a periodic review cycle been established?

Table 6: Factors that influence the likelihood of an event

Factors associated with a high likelihood of
incidents

Laboratory activities associated with
aerosolization (for example, sonication,
homogenization, centrifugation)

Laboratory activities associated with sharps materials

Low competency of personnel carrying out the work

Highly environmentally stable biological agents

Inadequate or poor availability of electrical power,
dilapidated laboratory facilities and building
systems, malfunctioning equipment, damage from
frequent severe weather and access of insects and
rodents to the laboratory.

Rationale

When aerosols are generated by these methods, the likelihood of
exposure through inhalation is increased, as is the likelihood of
release of these aerosols into the surrounding environment
where they might contaminate laboratory surfaces and also
spread into the community.

When activities involve work with sharps, the likelihood of
percutaneous exposure to a biological agent through a puncture
wound is increased.

Low proficiency of personnel in laboratory processes and
procedures, through lack of experience, understanding or
failure to comply with SOPs and GLPP, can lead to errors in
performing the work which are more likely to result in exposure
to and/or release of a biological/ chemical/ physical agent.

Cleaning and maintenance personnel must be trained before
working in a biohazardous environment.

Biological agents that have settled on laboratory surfaces

(for example,

contamination caused by poor technique that allowed settling of
aerosol or droplets after release) can be a source of inadvertent
exposure as long as they remain stable in the environment, even
if the contamination cannot be seen.

All these factors may result in partial breaches in, or complete failure
of, biocontainment systems designed to reduce the likelihood
of exposure to and/or release of biological or physical agents.

National biosafety and biosecurity guide for laboratories -Ghana 36



Table 7: Factors that affect the consequences of an incident

Factors associated with high
consequences if an incident occurs

Low infectious dose

High communicability

High severity and mortality

Limited availability of effective prophylaxis
or therapeutic interventions

Large susceptible population (including
laboratory personnel at increased risk)

Lack of endemicity (such as exotic disease)

3.6.1 Principles of risk assessment

Rationale

For infection to occur in an exposed individual, a certain quantity
(volume, concentration) of biological agent must be present. Even a
small amount of an agent could result in severe consequences, such as a
laboratory-associated infection.

Furthermore, exposure to larger quantities of that agent (greater than the
infectious dose) may result in a more severe presentation of the
infection.

Even one single exposure (causing carriage or a laboratory-associated
infection) could rapidly spread from laboratory personnel or fomites
to many individuals.

A laboratory-associated infection following exposure is more likely to
cause personnel to become debilitated, lose their quality of life or die.

The symptoms or outcomes of a laboratory-associated infection cannot
be effectively prevented, reduced, oreliminated by medical intervention.
This may also include situations where medical intervention is not
available, or emergency response capacity is limited.

The larger the susceptible population, the more likely a laboratory-
associated infection could rapidly spread and infect larger numbers of
people.

When an agent is not endemic in the surrounding population, the
population is more likely to be susceptible to the agent, leading to an
increased likelihood of a laboratory-associated infection spreading
to the community.

Risk assessment, addressed here, is an approach to assess possible risk and accidents before
it happens (it is, therefore, a proactive approach, in contrast to the documentation of

accidents).

Risk is the likelihood that a hazard will lead to an adverse event and its consequences. For
example, the “chance” that someone will be harmed by the hazard.
The risk is therefore defined by taking into account the likelihood of the event occurring and

its consequences:
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1) Likelihood: the probability that an event occurs
2) Consequences: severity of an event (Hazard effect)

Risk
r Pre-Incident — Post-Incident ]
Incident
Likelihood Consequences
Factors that affect Factors that affect
whether or not the the severity or
incident happens the incident

Figure 5: Risk calculation using the likelihood of exposure and consequences (severity of incident)

At the most basic level, understanding a particular risk, therefore, involves answering the
following questions:

1) What can go wrong?

2) How likely is it?

3) What are the consequences?

3.6.2 Approach to risk assessment

To identification of the risks inherent in the laboratory (biological or other risks), it is
suggested the 5P approach:

e The Pathogen or product handled (biological agent, sample, chemical);

e The Procedure (protocol, working methods);

e Protection (personal and collective protective equipment);

e The Place (local, development, installation);

e Personnel (host, knowledge, vulnerability).

The risk assessment may be conducted:

e By discipline (hematology; microbiology; virology; serology, etc.);

e By type or nature of risk (biological, chemical, physical, etc.);

e By local (inventory of all the risks present in each of the rooms);

e Chronologically (tracking the flow of materials and products and re-examining each

step of each process);

e By combining several of these approaches (e.g. by discipline and by local).
The table below provides an example of a targeted risk assessment for part of the pre-
analytical step.

e Risk analysis: study the exposure conditions of personnel as well as the possible

consequences;
e Prioritize risks
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e Arisk assessment table is constructed where the relative probability of the event
and its relative impact (taking into account control measures) are reported on a
guantitative scale of 1 to 5;

e The estimated risk is therefore equal to the product of its probability by its impact

I Risk =. likelihood X Consequences I

Table 8: Risk matrix table

Consequences of Severe Medium High ’7
exposure/ release

Moderate Low Medium High
Negligible Low Medium
Unlikely Possible Likely
Likelihood of exposure/release

3.6.3 Methods to perform a risk assessment

Risk assessment can be performed using different methods. The two major methods are
comprehensive risk assessment and targeted risk assessment (SOP-based).

Comprehensive Risk Assessment method

The comprehensive risk assessment approach consists of performing a comprehensive
inventory of material conditions and organizational activities, along with the documentation
of 8 different topics:

e Architecture and general organization;

e Sampling practices when performed by the laboratory;

e Biological sample transportation systems;

e Situations at risk of contamination during the analytical phase (digestive, respiratory,

cutaneous-mucous ways);

e Premises, furniture, and equipment disinfection;

e Ways and organization of waste management;

e Training, information, and medical follow-up of the staff;

e Emergencies.

Targeted Risk Assessment (SOP-based) method

The targeted (or SOP-based) risk assessment approach consists of identifying potential
hazards and circumstances (or possibilities) of exposure at each stage of the activity. The
philosophy is to review every single work procedure and to identify potential dangers and
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possibilities of exposure at each step of the activity. An example of the targeted risk
assessment method is the procedure of centrifugation (the first step is placing the tube in
the centrifuge) as shown in Table 9.

Table 9: Example of a risk assessment, using the Working SOP approach, analyzing placing the tube into a

centrifuge

Operation

Placing the tube in
the centrifuge

Others approach

Dangers

Glass tubes

Tubes contaminated by
biological material

Manual tube opening
before loading

Tube size not adapted
to the basket

Baskets not well
balanced (in terms of
weight)

Risks

Can break > biological
or physical risk

Cutaneous contacts =2
biological risk

Can break, projection
can occur = biological
and physical risk

Can break > biological
or physical risk

Can break > biological
and physical risk

Prevention

Non breakable tubes

« Gloves

« Decontamination
outside
contaminated tubes

Specific tubes allowing
centrifugation while
remaining closed

Purchasing baskets of
different tube size

« Correct placement of
the tubes to avoid
unbalance

« Provision of a basic
double tray scale for
better balance

Other various approaches also do exist and may organize the risk assessment by:
e Topic (Hematology, Microbiology, Virology, Serology...etc.);
e Type/ Nature of the risk (Electrical, Chemical, Biological, Physical...etc.);
e Room (reviewing all possible risks in the room);
e Chronology (following the sample workflow and reviewing all processes and steps);
e Integrating several of these approaches (for example: by room and by topics).

Risk assessment can therefore be conducted in many different ways (relevancy to be
assessed and discussed by the staff), but only relevant risks should be assessed.
The risk assessment method and methodology used in an institute should be standardized

(in an SOP).
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3.6.4 Risk management and minimization

The ultimate goal of a risk assessment exercise is to minimize those that are highlighted in
red (starting with the most important ones).
Two orders of measures can be taken to minimize risk:
1. Reduce the likelihood of the event occurring;
2. Minimize its potential impact if it occurs.
Risk reduction strategies are prioritized by:

w

Eliminate the risk (for example, stop using a defined chemical);

4. Substitute the element at risk with another (replace ethidium bromide with a
reagent that is not carcinogenic);

5. Use mechanical/physical control measures (installation of extraction ventilation at
the place where solvents are used);

6. Apply good practices (control, verification, supervision, training);

7. Use PPE (safety glasses) appropriately in the presence of a risk of splashes).

Most
effective

Hierarchy of Controls

Physically remove|
the hazard

Replace
the hazard

Substitution

Isolate people
from the hazard

Change the way
people work

Protect the worker with
Personal Protective Equipment

Least
offective

Figure 6: Schematic representation of the hierarchy

Periodic risk reassessment is necessary, at least once a year. It is mandatory to conduct risk
assessment when a new procedure is employed.

3.6.5 Risk management including mitigation

The ultimate goal of performing a risk assessment exercise is to be able to mitigate the
identified risks (starting with the most important ones).

The mitigation measures rely on two approaches:

e Reducing the likelihood that something may happen;
e Reducing the potential consequence if something happens.
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Potential Consequence
Likelihood TR
Almost Certain Medium - : Very high Very high
Likely Medium ] H 7ery high
Possible Medium
Unlikely Medium
Rare Medium

Figure 7: Examples of reducing risk by lowering the likelihood or the possible consequences

By reducing likelihood and/or the consequence of a risk, laboratory staff may manage a risk
so that it becomes acceptable.

Depending on the results of the risk assessment, the required control measures can vary but
every laboratory should put in place core requirements regardless of the risk assessment. If
there remain unmitigated risks, additional control measures need to be put in place in
addition to the core requirements to fully protect the staff and the environment.

3.6.6 Monitoring of Risk Management

Once the risks are identified and assessed (acceptable or not), and mitigated (if identified as
not acceptable), the performance of risk management should be assessed as well to
monitor the results of the mitigation measures. The aim is to check whether the preventive
action finally made the risk acceptable. The risk management should be continuous
monitoring (figure 8).

Figure 8: PDCA Cycle (Continuous improvement)

4.0 Requirements for Laboratory Safety

They are standard laboratory safety rules that are to be followed in every laboratory that
uses dangerous pathogens, and hazardous materials/processes. These rules provide
behavior, hygiene, and safety information to avoid accidents in the laboratory. Laboratory-
specific safety rules may be required for specific processes, equipment, and materials which
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should be addressed by laboratory-specific SOPs. Core requirements for laboratory safety
should be put in place by all laboratories regardless of the results of the risk assessment. If
the core requirements cannot reduce the risks to acceptable levels, there is a need to
implement additional control measures in addition to the core requirements. Heightened
control measures and maximum containment measures describe additional measures. They
can be equated to BSL-3 and BSL- 4 requirements respectively.

4.1 Basic / Core Requirements

Basic or core requirements are a set of operational and physical requirements used to
describe a combination of risk control measures that are the foundation for an integral part
of laboratory biosafety. They are elements that when combined should be sufficient to
control the risks of most procedures with most biological agents in clinical and diagnostic
laboratories. These measures reflect international standards and best practices that act as a
set of minimum containment measures. They are also requirements and considerations that
are necessary to work safely with biological agents even when the associated risk is
minimal. These requirements are comprehensive and detailed as they are fundamental to
all laboratories. Depending on the risk assessment, additional requirements for containment
measures can be heightened or maintained at a maximum level to address the initial risks
associated with the performance of higher specialized work. For most procedures used in
the diagnostic and clinical laboratories following the basic/core laboratory requirements will
be sufficient to work safely with routine low-risk biological agents.

4.2 Good laboratory practice and procedure (GLPP)

GLPP is a term given to a set of standard operating practices and procedures or a code of
practice that is applicable to all types of activities with biological agents. This includes
general behaviors, best working practices, and technical procedures that should always be
observed in the laboratory and conducted in a standard way. The implementation of GLPP
serves to protect laboratory personnel and the community from infection, prevent
contamination of the environment, and provide product protection for work with biological
agents in use. These include, but are not limited to the following:

e No food, no drinks should be kept in the laboratory neither to consume nor to store
(fridge, incubator, hot air oven, freezer, etc.);

e Smoking is prohibited in the laboratory;

e Never put materials such as pens, or pencils in your mouth while inside the
laboratory;

e Ensure open flames are never close to flammable liquids or left unattended;

e Ensure cuts are covered before entering the laboratory;

e Before entering the laboratory ensure that there are sufficient supplies of laboratory
equipment and consumables including reagents, PPE, and disinfectants and that
these items are suitable for activities planned;

e Tie loose scarfs before entering the laboratories;

e Ensure that supplies are stored safely and according to storage instructions to
reduce accidents and incidents such as spills and falls;

e Ensure proper labeling of all biological agents and chemical and radioactive material;
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e Ensure work is performed with care and without hurrying and avoid working when
fatigued;

e Keep working areas and benches tidy, clean, and free of non-essential objects and
materials;

e Prohibit the use of earphones which can distract personnel and prevent equipment
and facility alarms from being heard;

e Keep portable electronic devices in areas where they will not be contaminated or act
as fomites that can transmit infection. If close proximity cannot be avoided make
sure the devices are protected;

e Protect written documents from contamination using barriers (such as plastic
covering), particularly those that may need to be removed from the laboratory.

NB: To help implement GLPP, signages are to be used (mandatory) in the laboratory to
effectively communicate the dos and don'ts. Doing this will help commit to the
remembrance of the GLPP.

4.2.1 Hand hygiene

Handwashing is an important practice to remove all biological agents from the hands.
Being aware of the most frequently "missed" areas during hand washing can enhance the
efficiency of hand washing (it is recommended to display an image such as below on the
handwashing-only sink).

Individuals must
maintain good hand care
and prevent any
irritations or skin lesions
(some people may need
to use hand
moisturizers)

Figure 9: Most frequent missed areas during hand washing
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4.2.2 Alcohol-based gels or Sanitizers

Alcohol hand rub hand hygiene technique (WHO) An alternative sc_)lutl_on to simple
soap hand washing is alcohol-based

How to Handrub? gels
RUB HANDS FOR MAND HYGIENE! WASH HANDS WHEN VISIBLY SOILED e Efficacy and a broad
P Dt 4 Vi seatndiosi $4.99 oot spectrum of activity;

i = Lk p \ 2 e Easy to obtain, no need for
@k ' §\ M water;
e e Time-saving (no rinsing or
Mook 6ot St 0 cogwd e 8 st S drying) easy to use;
BN , 4 B_ 5| * Possible drying of th_e skin;
\%X W T e Not to be used on dirty,
= damp, powdered, or

WL TSR  N— damaged skin;

T TR e Strong alcohol concentration

7 0, 8 (avoid use on mucosal tissue)

" & lmj W and inflammable;

; ) | e Possible imbalance of natural

Nt oSt Asbend g ettt ead O 4 7 M 3 e resident flora;

e e * Not effective on spores

(Clostridium difficile); not to

be used in case of diarrhea.

Figure 10: This alternative solution can be used from time to time and/or when no water is available.

4.2.3 Technical procedures

Technical procedures are a subset of GLPP which relates directly to controlling risks through
the safe conduct of laboratory procedures. When executed correctly, the technical
procedures allow for the minimization of the likelihood of cross-contamination and help
prevent exposure of laboratory personnel to biological agents. The following procedures
help to avoid biosafety incidents:
e Use good techniques to minimize the formation of aerosols and droplets during
aerosol-generating procedures such as:
o Nasopharyngeal and oropharyngeal swabbing;
o Nebulized or Aerosol therapy;
o Non-invasive ventilation.
e Avoid introducing loops or similar instruments directly into an open heat source as
this causes a spatter of infectious material. Where possible use disposable transfer
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loops with no need for sterilization. (An electric micro-incinerator to sterilize metal
transfer loops can also be effective.
e Avoid ingestion of biological agents and contact with skin and eyes through:

o Wearing disposable gloves all the time when handling samples;

Avoiding contact of gloved hands with the face;

Removing gloves aseptically after use and washing hands;

Use face shields in procedures where splatters might occur;

Cover hair to avoid contamination;

Prohibit mouth pipetting;

Gloves should never be used to manipulate equipment, which could get
contaminated by this contact (such as landline phones, mobile phones,
logbooks, computers, mouse, keyboards, and door handles).

e Avoid injection of biological agents through:

o Where possible replace glassware with plasticware;

o Checking the integrity of the glassware on a regular basis and discarding

broken, cracked, or chipped ones;

o Avoid needles as alternatives to pipetting devices;

o Minimize risk associated with syringes and needles. Alternatives where
available should be used;

o Do not recap clips or remove needles from disposable syringes;

o Use ampoule openers for safe handling of ampoules;

o Disposing of any sharps (needles, blades, broken glass) into puncture-proof
containers fitted with seal covers. They must only be filled up to three-
guarters. They should not be disposed of in landfills.

o Use blunt-ended scissors rather than pointed ones.

e Prevent the dispersal of biological agents by:

o Discarding specimens and cultures in leak-proof containers with tops
appropriately secured before discarding them in appropriate waste
containers;

Place waste containers preferably unbreakable at every workstation;
Regularly empty waste containers and securely dispose of the waste;
Ensure all the waste is properly labeled;

Consider opening tubes with disinfected soaked;

Decontaminate work surfaces with a suitable disinfectant at the end of the
work procedures or if there is a spill;

o When disinfectants are used, ensure that the disinfectant is active against the
agents being handled and is left in contact with the waste materials for an
appropriate time;

e Within each room in the laboratory, “clean” and “dirty” areas need to be clearly
segregated in order to avoid any possible contamination.

e Asfar as possible, working benches should also be organized from clean to dirty to
avoid any contamination.

O O O O O O

O O O O O

4.3 Personnel training and competence

Competent and safety-conscious laboratory personnel who are well-informed on how to
recognize and control laboratory risks are essential for the prevention of laboratory-
associated infections and incidents. The training should include the following:
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e General Familiarization and awareness training should be offered to all personnel
and cover:

O

O O O O O O

O

Laboratory layout features and equipment;
Laboratory codes of practice;

Applicable local guidelines;

Safety Manual;

Institutional policies;

Local and overarching risk assessment;
Legislative obligations;
Emergency/incident response procedures.

e Job-specific training will be determined based on job function as training
requirements may vary between personnel of the same job title but performing
different functions. The training should:

@)
@)
@)

Be for all personnel involved in handling biological agents;

Be Competency-based to identify other specific training required;
Competency and proficiency assessments must be used to identify any other
specific training required;

Verify proficiency in any procedure must be verified before working
independently which may require a mentorship period;

Competencies should be verified regularly and refresher training is
undertaken;

Information on new procedures, equipment, technologies, and knowledge
must be communicated to applicable personnel as and when available.

e Safety and security training should be mandatory for all personnel and should cover:

O

@)
@)
@)

Awareness of hazards present in the laboratory and their associated risks;
Safe working procedures;

Security measures;

Emergency preparedness and response.

An effective training program begins with financial and administrative support from the
laboratory management that enables and assures safe laboratory practices and procedures
are integrated into training for laboratory personnel. Measures to ensure that people have
read and understood the guidelines such as signature pages must be adopted into the
training program. Laboratory supervisors have the role of training their immediate
personnel in good laboratory practice.

4.4 Facility design

The facility design features listed below are basic/core requirements for biosafety for all

laboratories.

e Enough space for the safe conduct of laboratory work and for cleaning and
maintenance;

e Designated handwashing basins operated by a hands-free mechanism must be
provided in each laboratory room preferably close to the exit;

e The laboratory must be a restricted access area. Laboratories doors should have
vision panels, appropriate fire ratings, and preferably be self-closing;

e Doors must be labeled with international biohazard warning signs wherever
biohazardous materials are handled and stored;
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e Laboratory walls, floors, and furniture must be smooth, easy to clean, impermeable
to liquids, and resistant to chemicals and disinfectants normally used in the
laboratory;

e Laboratory bench tops must be impervious to water and resistant to disinfectants,
acids, alkalis, organic solvents, and moderate heat.

e Laboratory furniture must be fit for purpose. Open spaces between and under
benches, cabinets, and equipment must be accessible for cleaning;

e Laboratory lighting (illumination) must be adequate for all activities. Daylight should
be utilized effectively to save energy. Undesirable reflections and glare should be
avoided. Emergency lighting must be sufficient to permit safe stopping of work as
well as safe exit from the laboratory;

e Laboratory ventilation was provided (including heating/cooling systems,
especially fans/local cooling split-system air conditioning units — specifically
when retrofitted) should ensure airflows do not compromise safe working.
Consideration must be given to resultant airflow speeds and directions, and
turbulent airflows should be avoided; this applies also to natural ventilation;

e Laboratory storage space must be adequate to hold supplies for immediate use
to prevent cluttering on bench tops and in aisles. Additional long-term storage
space, conveniently located outside of the laboratory room/space, should be
considered;

e Space and facilities must be provided for the safe handling and storage of
chemicals and solvents, radioactive materials, and compressed and liquefied
gases if used;

e Facilities for storing food and drink, personal items, jackets, and outerwear must
be provided outside the laboratory;

e Facilities for eating and drinking must be provided outside the laboratory;

e First-aid facilities must be readily accessible and suitably equipped/stock;

e Appropriate methods for the decontamination of waste, for example,
disinfectants and autoclaves, must be available in proximity to the laboratory;

e The management of waste must be considered in the design. Safety systems must
cover fire, electrical emergencies, and emergency/incident response facilities based
on risk assessment;

e There must be a reliable and adequate electricity supply and lighting to permit a
safe exit;

e Emergency situations must be considered in the design as indicated in the local risk
assessment and should include geographical/meteorological.

4.5 Sample reception and storage

Safe handling of biological agents begins even before a specimen arrives in the laboratory.
When not properly packaged, infectious substances received in the laboratory can pose a
safety risk to personnel. The following subsections describe the risk control measures that
should be in place when receiving, storing, and inactivating specimens as part of the core
requirements for biosafety. For more information on the control requirements for handling
biological agents before they reach the laboratory (that is while in transit), please refer to
section 6 transfer and transport.
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4.5.1 Sample Reception

A specimen received by the laboratory must be accompanied by sufficient information to
identify what it is, when and where it was taken or prepared, and which tests and/or
procedures (if any) are to be performed.
Personnel unpacking and receiving specimens must be adequately trained in:

e Awareness of the hazards involved;

e How to adopt necessary precautions according to GLPP described above;

e How to handle broken or leaking containers to prevent exposure to biological

agents, and
e How to handle spills and use disinfectants to manage any contamination;
e How to provide basic first aid in case of emergencies.

Specimens must be observed on receipt to make sure they have been packaged correctly
according to shipping requirements and that they are intact. Where breaches of packaging
are observed, the package should be placed in an appropriate sealable container. The
surface of the container should then be decontaminated and transferred to an appropriate
location such as a BSC before opening. The breach in packaging should be reported to the
sender and couriers.

Specimen requests or specification forms must be placed separately, preferably in
waterproof envelopes, away from potential damage or contamination. Laboratories that
receive large numbers of specimens should consider designating a room or area specifically
for receiving the specimen.

4.5.2 Storing specimens

Specimens must be stored in containers that are:
¢ Made of adequate strength, integrity, and volume to contain the specimen;
e Leak-proof when the cap or stopper is correctly applied;
e Made of plastic (whenever possible);
e Free of any biological material on the outside of the packaging;
e Correctly labeled, marked, and recorded to facilitate identification, and
¢ Made of appropriate material for the type of storage required.

Care must be taken when storing specimens in liquid/vapor phase nitrogen.

Only tubes specifically noted by the manufacturer as being suitable for liquid nitrogen
cryogenic storage should be used to reduce the likelihood of breakage on removal from
liquid nitrogen. It is important to note that liquid and vapor can enter improperly sealed or
cracked tubes and can rapidly expand on the removal of the tube from storage; this can lead
to breakage and/or explosion. Thermal protective gloves and aprons should be worn when
accessing liquid nitrogen storage and a visor should be worn for splash protection.

4.6 Management of contaminated material and biomedical waste

4.6.1 Segregation of Biomedical waste
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According to the recommendations of WHO and other health organizations, hazardous
laboratories or medical waste should be treated as close as possible to the point of its

production (operating theatres, laboratories, etc.). This requires responsibility from all
laboratory or hospital employees involved in the process so that the segregation of the
waste is performed at the stage of its generation.

4.6.2 Types of Laboratories or Medical Waste

e Infectious waste: waste contaminated with blood/blood by-products, cultures and
stocks of infectious agents, discarded diagnostic samples containing blood and body
fluids, infected animals originating from laboratories, and contaminated materials.

e Pathological waste: identifiable human body parts and contaminated animal
carcasses.

e Sharps: disposable syringes, needles, etc.

e Chemicals: mercury, solvents, disinfectants, etc.

e Pharmaceuticals: unused, contaminated, vaccines and serumes.

e Radioactive waste: for example, glassware contaminated with radioactive diagnostic
matter or materials used during radiotherapy.

e Heavy metal waste: for example, mercury thermometers.

4.6.3 Soaps, detergents, disinfectants, and antiseptics

To ensure the hygiene of the laboratory and soiled materials, different steps and different
products are necessary:

e Soaps and detergents for cleaning (removing dust and organic matter);

e Disinfectants for disinfection (inert objects and surfaces);

e Antiseptics for antisepsis (body surfaces);

e Sterilization operations.

4.6.4 Soaps and detergents

e Detergents are cleaning products without antimicrobial activity;

e Surfaces appear clean (macroscopically) but are not disinfected;

e They are characterized by their wetting, emulsifying, dispersing, and foaming power
that facilitates their detachment from the surface and thus allows the evacuation of
dirt by cleaning and rinsing.

4.6.5 Disinfectants

A disinfectant is a product or process intended for the disinfection or decontamination of
inert surfaces (worktop, equipment). It should be borne in mind that:
e The disinfected object may begin to be recolonized as soon as the treatment is
completed;

e Treatment aims to reduce the population of microorganisms rather than destroy it
completely;
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A disinfected object may still contain microorganisms if the initial inoculum was
large.

4.6.5.1 Features of the ideal disinfectant

An "ideal" disinfectant must meet the following criteria:

Have a spectrum of activities adapted to the objectives set;

Have a quick action;

Be active in the presence of interfering substances (blood, pus, hard water);
Have a prolonged effect over time;

Be compatible and inconvenient to the hardware;

Be of little or no toxicity to staff;

Be easy to dose;

Not have an unpleasant smell;

Have some stability.

4.6.5.2 Rules of use of disinfectants

Disinfectants are not sterilizing agents. They make it possible to obtain a qualitative and
guantitative reduction of the microorganisms present.
Whichever disinfectant is used, common instructions must be followed:

Use the disinfectant appropriate for its intended use;

Follow the manufacturer's instructions and the protocols for use, dilution, and
contact time;

Take into account incompatibilities and antagonisms;

Do not mix products without knowledge;

Handle disinfectants with protective gloves;

If the product is sprayed on the skin or mucous membranes, rinse thoroughly with
water. Consult a doctor if necessary;

A disinfectant must be at hand: sprinkler vials containing ethanol (isopropanol) 70%
and hypochlorite 0.5% (to be renewed every day) must be immediately accessible at
the workplace;

Wear gloves and goggles when handling disinfectants especially if they are
concentrated.

4.6.5.3 Storage of disinfectants

The duration and storage of disinfectants are very important points. Conservation aims to
avoid two major risks:

The inactivation of the product: mainly due to:
o exposure to light and/or too high a temperature;
o the preservation of the product in unsuitable containers.
Microbial contamination: instructions to follow to avoid it are to:
o Keep the disinfectant in its original closed packaging;
o Note the opening date on the bottle;
o In case of doubt about the date of opening of the bottle, it is better to throw
it away;
o Do not mix the contents of opened vials;
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o Strictly limit the use of diluted solutions;

o Respect the shelf life of a dilution of use which ranges from a few hours to a
few weeks depending on the products;

o Note on the dilution vial the date of preparation;

o Respect the expiry date (the expiry date corresponds to the shelf life of the
original unopened packaging).

4.6.5.4 Examples of disinfectants

Hypochlorite — Bleach

Several concentrations of bleach exist on the market. The working solution should be
diluted to a final concentration of 0.5% and should be prepared daily.Error! Reference
source not found.

Using Hypochlorite - Good practices :

Hypochlorite (or bleach) is one of the irritating hazardous substances - wear gloves and
goggles when handling concentrated solutions;

Hypochlorite is inactivated by large amounts of organic matter. That is why as part of
the cleaning of the laboratory, it is recommended to start by cleaning when there is
visible dirt and then use hypochlorite for its disinfectant properties;

Prepare the solutions diluted in cold water separately and properly identify containers
reserved for this use and store them away from light and heat;

Do not prepare large quantities in advance (final concentration at 0.5%) so as not to
exceed the shelf life.

Error! Reference source not found.

Ethanol
Ethanol can be used as both an antiseptic and a disinfectant.
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As an antiseptic:

60-70% in a vial,

Suitable for healthy skin, cleaning injection sites, or blood-drawing sites (except in cases
of blood culture, catheter insertion, arterial puncture, and gestures requiring further
asepsis);

Duration of action: 2 minutes, as long as the skin remains moist;

Short-term antimicrobial action due to the volatility of alcohol;

Incompatible with soap.

Contraindications:

Do not apply to mucous membranes;

Avoid applying to wounds;

Do not apply on large areas of children under 30 months of age because of the risk of
alcohol poisoning.

As a disinfectant:

Organic matter significantly reduces action;
Do not exceed a concentration of 30% when used as a spray to disinfect surfaces.
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Chlorhexidine
Characteristics:

He is a biguanide;

It is active against Gram-positive and Gram-negative bacteria;

It is not very effective on viruses, non-sporicidal, and not very active on mycobacteria;
Its initial action is enhanced and accelerated (more effective) when diluted in alcohol.
(Chlorhexidine 0.5% in isopropanol 0.5%).

Precautions for use:

It is inactivated by soap and anionic detergents;

It is not recommended for widespread use - with particular reference to the
environment;

It is widely used on the skin, in the same way as alcohol and products based on cationic
detergents.

Quaternary ammonium (ammonium IV) products
Quaternary ammonium products have the following characteristics:

They are available in a wide range (quality, spectrum of activity, efficiency);

Each product will have to be evaluated separately because their action differs
considerably;

They are generally non-irritating to the hands;

They are of limited use as a disinfectant because of their narrow antimicrobial spectrum;
Most commercial quaternary ammonium compounds are mixed with other disinfectants
(e.g., ethanol) to improve their efficacy and activity spectrum.

Aldehydes
Aldehydes are germicides:

Glutaraldehyde:
o Highly effective disinfectant: bactericidal, virucidal, fungicidal, sporicidal, and
parasiticidal;
o Moderate residual activity; remains effective in the presence of limited
qguantities of organic matter;
o Often irritating to the skin (submerged objects should be rinsed with sterile
water);
o Glutaraldehydes are very potent disinfectants that can be highly toxic; they have
stopped using routinely in pediatrics;
o For disinfection, the object is immersed 20-30 minutes in the solution;
o For sterilization, the object should be immersed 3-10 hours in the solution.
Orthophtalaldehyde (OPA):
o Chemical sterilizer similar to glutaraldehyde with similar antimicrobial activity;
o Extremely stable in a wide pH range (pH 3-9); devoid of known irritating
properties for the eyes and nasal passages; does not require exposure
monitoring; barely noticeable smell; does not require activation;
o Excellent compatibility with materials (in the same way as glutaraldehyde);
o A potential disadvantage of OPA is that it colors proteins grey (including
unprotected skin) and, for this reason, must be handled with care;
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o Although the takeover does not emit an odor, PPE must be worn when handling
contaminated instruments, equipment, and chemicals and good ventilation of
the room must be carried out;

o Particularly suitable for disinfection of operating theatres.

4.6.6 Cleaning of worktops (benchtop)

e Responsibility for disinfecting worktops rests with laboratory staff (not cleaning staff);

e Ethanol 70% or hypochlorite (0.5%) are the recommended disinfectants for worktops
(benchtops);

e Work/bench tops must be disinfected before and at the end of each use;

e |tis not recommended to fill the worktop with filter paper or other absorbent paper
except by renewing it systematically between the execution of each batch of tests and
still disinfecting with hypochlorite (recommended 0.5%).

4.6.7 Floor cleaning

e Floors and dirt are cleaned regularly with hypochlorite (recommended 0.5%);

e Procedures should be drafted for this purpose;

e Responsibility for cleaning floors rests with the cleaning agents assigned to the
laboratory. The person responsible for cleaning and disinfecting floors must have been
trained to do so (he or she must be familiar with pathogens and risks; he or she may be
required to wear PPE; he or she must be able to manage spills, emergencies, waste,
preparation and concentration of disinfectants to be used). The training can be
conducted in the local language to be fully understood.

4.6.8 Cleaning gowns

e Lab coats are potentially infected (even if they do not have visible stains or dirt) and
should therefore be considered contaminated. Lab coats should not be taken home for
washing unless thoroughly disinfected in the lab beforehand (ideally overnight soaking
in hypochlorite solution 20.5% or autoclaving)";

e Itisrecommended to have at least two gowns per person so that you always have a
clean gown ready to use.

4.6.9 Antiseptic

An antiseptic is a product or process, with a time-limited effect, intended to eliminate or
destroy microorganisms and/or inactivate viruses present in living tissues (skin, mucous
membranes, wounds) and within the tolerance limit of these tissues. The concept implies
the external use, of rapid and harmless action, for preventive or therapeutic purposes.

Antiseptic use - Good practices:

e Check the expiry date of the antiseptic;

e Indicate the opening date on the vial;

¢ Close the vial after each use;

e Respect the period of use of the product after opening (usually 8-10 days, if the vial is
well closed);

e Handle with care (do not touch the neck of the vial to avoid contaminating it);

National biosafety and biosecurity guide for laboratories -Ghana 54



e Store the vial away from light and heat (apply additional requirements for flammable
products);

e Storein principle in brown vials;

e Avoid storing large quantities at the workstation;

e Prefer packaging in unit-dose or in small volumes.

4.7 Disinfection and sterilization

Disinfection is an operation (physical, chemical, or radiation) giving a temporary result
allowing the elimination or destruction of microorganisms and/or the inactivation of viruses
contained on inert surfaces. The result of this operation is limited to the microorganisms
present at the time of the operation - bactericidal (lethal) effect.

Sterilization is an operation that leads to the elimination or destruction of microorganisms
that contaminate an inert medium. The result is a sterile state that remains for the
duration of the operation.

NB: the term "decontamination" is often used to refer to the disinfection of equipment
soiled by germs.

4.7.1 Disinfection
It can be carried out by chemical or physical processes.
4.7.2 Sterilization

Sterilization can be carried out either by dry or moist heat.

Dry heat sterilization

It is carried out by means of an oven-type "Poupinel”.

Hot air ovens are electrical devices that sterilize by applying dry heat. They generally
operate between 50°C and 300°C. Ovens are mainly used to sterilize objects that withstand
high temperatures and do not burn (glassware, powders).

NB: The operation burns the laundry and causes the surgical instruments to lose their
cutting edge.

Best usage practices:

e An adhesive tape specially designed for sterilization in dry heat (hot air oven) must be
used at each cycle for quality control of the effectiveness of the decontamination
process. The ribbon changes color from white to brown (after 30 minutes at 155 °C);

e Be authorized to use the oven and be vigilant when opening and unloading;

e Wear appropriate PPE (heat-resistant gloves, closed gowns, goggles or face mask, closed
shoes).

Moist heat sterilization

The autoclave is a piece of equipment by means of which sterilization (autoclaving) is
carried out.

Moist heat, in the form of saturated water vapor under pressure, is the most effective and
reliable way to destroy any microbial life (the tuberculosis bacillus is killed by superheated
steam).

For effective decontamination, steam must circulate between objects, penetrate them and
come into contact with all surfaces.
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What can be autoclaved:

Biological hazardous waste;

Cultures of infectious agents (bacteria, molds, viruses);

Contaminated solid materials (paper towels, fabrics, plastic pipette tips, glassware);
Pathogenic plant matter;

Live or attenuated vaccines to be eliminated;

Recombinant DNA, biological samples of animal and plant origin;

Animal tissues;

Pet cage waste.

What should not be autoclaved:

Articles containing solvents, toxics, volatile or corrosive chemicals in particular
hypochlorite;
Radioactive materials.

Good autoclaving practices

Comply with the manufacturer's user manual;

Adhesive tape specially designed for sterilization in moist heat (autoclave) must be
used at each cycle for quality control of the effectiveness of the sterilization process.
The ribbon changes color;

Ideally carry out a biological control with a defined periodicity, at least once a
month;

Have a register for autoclaving;

Divide the load into small volumes;

Autoclaving of dense materials is not recommended;

No closed container(s);

Be authorized to use the oven and be vigilant when opening and unloading;

Use secondary containers (trays) and autoclavable bags;

Shallow metal trays are ideal (better heat transfer, best results);

Have a preventive maintenance program;

Inspect the equipment annually by a technician approved by the manufacturer;
Do not disinfect waste intended for autoclaving with bleach; this would result in
chlorine being released, damaging the equipment;

No maintenance or opening of the equipment when pressurized;

Wear appropriate PPE (heat-resistant gloves, closed gowns, goggles or face mask,
closed shoes);

Autoclave cleans objects and wastes separately.

4.8 Personal Protective Equipment (PPE)

PPE refers to a set of wearable equipment and/or clothing worn (for example, gloves) by
personnel to provide an additional barrier between them and the biological agents being
handled, which effectively controls risk by reducing the likelihood of exposure to the agents.
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A selection of the most common PPE that must be used as a core requirement for biosafety
are described in the following subsections.

Any PPE used in the laboratory must be correctly fitted, and personnel must be given
adequate training in order to ensure it is used properly and effectively. Incorrect use of PPE,
for example, unfastened laboratory coats, will not give the protection they are designed to
provide. When combinations of PPE are worn together, they must complement one another
and continue to fit properly.

It is important to note that there is not one size, type, and/or brand that is appropriate for
all personnel. Laboratory personnel should be consulted, and a selection of items tested in
order to procure the most effective items. Compliance with wearing PPE will generally be
improved when users have input on comfort and fit.

Considerations concerning the biological agent(s) The characteristics of the biological agent
that should be considered when determining the type of PPE to be worn include:

e Routes of transmission;

e Infectious dose;

e Environmental stability;

e Consequences of exposure and/or release, and

e Availability of vaccines or prophylaxis.

Protective clothing outside the laboratory:
Phlebotomists and other workers whose duty takes them out of the laboratory are also
required to wear clean coats, gowns, or tunics while working on patients.

4.8.1 Selection criteria for PPE

The following should be considered by laboratory management and the user before the

selection of any PPE:

e Who will be exposed and to what?

e How long will the PPE be worn?

e The type of biological material for which protection is required (for example, diagnostic
specimens, cultures, large-scale production)?

e Size and shape;

e Fit, comfort and mobility to ensure protection during and for the duration of activities;

o Effect on dexterity;

e Requirement for cleaning, disinfection and maintenance;

e Compatibility with other equipment;

e Potential for heat stress;

e Risk of entanglement in moving machinery;

e Appropriate training in use for high-risk work, particularly in relation to correctly
putting on and removing when contaminated.

Below are general guides for specific PPEs.
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4.8.1.1 Lab coats

Lab coats must be:

e Longsleeves (not rolled up)

¢ Non-flowing sleeves (elastic cuffs)

e Worn closed

e Long enough to cover knees

e Splash resistant

e Available in sufficient numbers (E.g., each member of staff must at least have 2 Lab

Coats, in order to always have one available when cleaning the other one)

Lab Coats must only be worn in designated areas and should not be worn in clean areas
(such as office space).

No lab coats |,
in this area

Figure 11: No lab coat sign

Disposable plastic aprons or fluid-resistant gowns can be required if there is a significant
probability that potentially hazardous substances will be splashed on the patient, worker, or
visitor. Other personal protective equipment, such as gloves, goggles, masks, capes, and
face shields can also be required in these situations.

Note: If Lab Coats must be worn also in office areas for cultural reasons or in the hospital for
staff identification, it is recommended to secure 2 sets of Lab Coats: one clean (offices) and
one “dirty” (lab). These can be differentiable by a different color, or Lab Coats shape, or by a
different type of sleeves (long for laboratory and short for clean space). Laboratory coats
must not be taken home. Laundry should be done by trained personnel or a contracted
entity.
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To emphasize the need to put on a Lab Coat when entering into laboratory space (and to
remove it before leaving), it is recommended to install a Lab Coat holder at the entrance of
each room where wearing a Lab Coat is required (see Error! Reference source not found.).

Figure 12: Lab Coat holders at the entrance of a laboratory (Philippines)

Note: The personnel of health centers wearing scrubs should avoid keeping them outside of
their unit/department

4.8.1.2 Gloves

Below are the requirements for the use of gloves in the laboratory

Gloves are always for single use and should never be reused

Non-Latex gloves should be available where needed (allergies, PCR)

Gloves should be removed, discarded, and replaced if they are contaminated or
damaged

Gloves should always be inspected for defects before use

Gloves should never be used to manipulate equipment, which could get contaminated
(microscope, phone) by this contact. It is forbidden to wear gloves in offices, during
breaks, and outside of the lab.

Make sure to wear gloves with appropriate size (this requires the availability of
different sizes to be able to fit different laboratory staff)

Gloves should be worn to completely cover the hands and the wrists and where
appropriate, overlap the laboratory gown or coat sleeve.

It is also important to understand that many types of gloves exist, each for a specific
purpose. The following Table 10 details the main types of gloves, their intended use,
advantages, and disadvantages:

Table 9: Type of gloves and intended use, advantages and disadvantages

I Type of Glove I Intended use I Advantage I Disadvantages I Photo
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Poor for organic solvents
Little chemical

Good for .
Latex (natural Incidental biological and ﬂ;()rf:lef:c(;r;tect uncture
rubber) contact water-based holes P
materials .
Can cause or trigger
latex allergies
Excellent
general use
glove
Good for
Incidental solvents, oils,
contact greases and Not good for heat
(disposable exam some acids and tection
Nitrile glove) bases IF\)l:;)t good for strong acid
Extended Clear indication
contact of tears and and bases
(Molecular) breaks
Good

alternative for
those with latex

allergies
Poor for organic solvents »v
Excellent Little chem?cal =
Heat Resistant Heat protection protection

against heat

protection

Usually little heat

Excellent protection
Chemical and Chemical and protection Various chemical and
Mechanical Mechanical against mechanical type of
Resistant (physical) chemical, good protection do exist, to be
physical barrier assessed depending on
the need and use
. For use with Prevent Loose sense of touch
Cryogenic . . . .
resistant cryogenic frostbite Never dip gloves directly
. materials, deep Fairly into liquid nitrogen
material

freezer

4.8.1.3 Footwear

comfortable

Usually water resistant

Open-toed shoes are forbidden in laboratories to protect workers. It is recommended to
have a separate pair of plastic shoes to be worn only in the laboratory. This is also
recommended in order to prevent civilian shoes from getting spoilt or contaminated (spills
of acids, acetone, methanol, stain, blood, urine, etc.). Footwear must be of a design that
minimizes slips and trips. Disposable, fluid-resistant shoe covers must be worn for jobs
where splashing is anticipated.

To emphasize the need to put on specific laboratory shoes when entering into laboratory
space (and to remove it before leaving), it is recommended to place some dedicated shoes
and space for them at the entrance of each room where wearing these shoes is required
(see Figure 14).
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Example of appropriate laboratory shoes

Dedicated laboratory shoes at the entrance of a
laboratory

Figure 13: laboratory shoes

Note: Shoes with holes in it are not recommended for laboratory as the physical barrier is
not ensured

If need is identified (based on risk assessment), shoe covers can be worn:
e Sometimes recommended for PCR work (to avoid contamination);
e Only single use;
e Be careful of slippery floor material (risk assessment).

4.8.1.4 Safety glasses / Face shield

Goggles should be worn every time that a risk of splash exists (among others, blood
sampling, dealing with infectious liquid, dealing with chemicals, dealing with liquid nitrogen,
dealing with hot vapor, etc.). Indeed, the eye mucus membrane constitutes the most
accessible breach into the body/ mucosa. Any drop in the eye will directly enter the blood
circulation. As a result, safety goggles are highly recommended.

Approved safety glasses, goggles, facial shields, or other eye and face protection should be
available and worn when handling hazardous materials. Eye protection must be cleaned
after every use. If splashed, it must be decontaminated with an appropriate disinfectant.
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% Goggles/Face shields should:
: i e Be available where needed;
e Easily disinfectable or autoclavable;
e Appropriate to the needs (some models are shown in
\ the adjacent picture, some to be worn over regular
glasses if needed);
o Face shields can be appropriate for some activities
(autoclave, liquid nitrogen, dangerous sampling, etc.).

Figure 14: Example of various types of safety goggles

Surgical Mask and N95
Surgical masks:
The goal of surgical masks is to protect the
environment or the community around the person
wearing the mask.
Surgical masks offer no protection from aerosols.

Figure 15: Surgical masks showing some
large gaps
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N95 masks:

N95 respirators filter effectively
more than 95% of particles of
diameter greater than or equal to
0.3 microns;

Low weight, relatively comfortable,
not affecting mobility;

Low cost (compared to respirators
with changeable filters);
Recommended for culture and DST
in the case of TB;

Must be available in the culture /
DST laboratories to avoid any risk of
aerosol outside the BSC;

Can also be used in clinical services
with a lot of MDRTB and/or high HIV
prevalence to protect health care
staff from getting exposed to
aerosols;

N99 masks also exist but are not
recommended due to more
difficulty in breathing (less
comfortable).

Figure 16: Protocol to put on an N95 mask

Foe
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Six Steps to wearing the N95 MASK
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Figure 17: Examples of N95 masks

Note: Surgical (simple) masks can be worn by people who are sick and would like to avoid

the dissemination of their germs (especially when sneezing or coughing), or to avoid direct

splash in the mouth. On the contrary, if people are handling infectious pathogens (especially

if airborne), then N95 masks must be worn to protect themselves from aerosols (droplets).

4.8.1.5 Powered Air Purifying Respirators (PAPR)

In order to get protected against aerosols, PAPR (Powered air purifying respirators)
respirators can be used;
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e Use a battery-powered fan for passing air through a HEPA filter;

o The filtered air flows into the face shield, preventing the formation of fog, and is
either discharged through a tube into the neck, directly under the deck;

e Has more protection than N-95, but is more expensive;

e The filters must be replaced regularly (which increases the price).

New Levels of Comfort and Simplicity
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Figure 18: Exarﬁple of a PAPR (VersaFlow System ™)

Arrangements should also be made for workplace monitoring, medical evaluation, and for
respirator users' training to ensure the equipment is being used correctly. Respirators can
require individual-fit testing.

4.8.2 Training on donning and doffing PPE

Training on PPE including donning and doffing is mandatory during:
e Induction training;
e Training subsequent to competency assessment;
e On aregular basis (maximum every 2 years);
¢ In case of a change of PPE.

The facility or institution must provide additional training and have staff practice these
procedures using PPE before using them in the workplace. Using unfamiliar equipment or
PPE without sufficient training and practice may lead to inadvertent breaches in safe
practices and may increase a person’s risk of contaminating his or her clothes, mouth, or

eyes, especially when removing PPE. Consistency of these planned procedures is essential to

protect personnel.

4.9 Transport and shipment of infectious materials

4.9.1 Classification of Infectious substances

For transport purposes, infectious substances (cultures, human or animal specimens,
biological products such as live-attenuated vaccines, infectious genetically modified
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organisms, or medical/clinical wastes) may be further subdivided into the following
classifications based on the pathogenicity of the biological agent it contains (or is suspected
to contain): Category A, Category B and Exempt human/animal specimens. Each
classification should follow the International Air Transport Association (IATA) system of
sample transportation.

4.9.2 Category A and B infectious substances

Categories A and B infectious substances are the two most important classifications used
when transporting biological agents (or material containing biological agents) off the
laboratory site. The main difference between the two classifications relates to the
consequences (severity of outcomes) of infection with the biological agent being
transported if an incident were to occur while in transit.

Category A infectious substances are defined as any material(s) known or reasonably
expected to contain, biological agents capable of causing permanent disability, or life-
threatening or fatal disease in otherwise healthy humans or animals. For the purposes of
transport, these substances carry the highest biosafety and biosecurity risks and are
therefore subject to the largest number of risk control measures, including regulated
packaging of materials in a triple-layer configuration, strict labeling criteria, and detailed
documentation processes. All people involved in the shipment of Category A infectious
substances must be formally certified by an appropriate authority as determined by the
relevant regulations.

An indicative list of the biological agents included in Category A can be found in the
relevant regulations on the transport of infectious substances. However, the indicative
list of biological agents is not exhaustive and does not include new or emerging
pathogens whose properties are unknown. In this case, classification must be based on
available clinical evidence, local endemic conditions, the source of the infectious
substance, and sound medical judgment. If there is any doubt as to whether a substance
meets the criteria, it must be considered Category A for transport purposes.

Category B infectious substances are defined as any material(s) containing biological
agents capable of causing infection in humans or animals, but which do not meet the
criteria for inclusion in Category A. These substances are also subject to strict regulation,
including a triple-layer of packaging materials, special labeling, and documentation.
However, these are generally less stringent than for Category A infectious substances,
depending on the applicable national regulations.

Table 10: Summary description for categories of infectious agents

Category A Category B
Definition Containing a biological agent known, or Containing a biological agent capable of
reasonably expected, to cause causing infection in susceptible humans
permanent disability, or life-threatening or animals, but which does not meet the
or fatal disease criteria for inclusion in Category A
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Identifiers (UN
number and
proper shipping
name)

Documentation

Packaging

UN2814: Category A infectious ©
substances (affecting humans or
zoonotic infectious substances) o

UN2900: Category A Infectious
substances (affecting only animals)
UN3549: Category A solid medical
waste

An itemized list of contents (placed o
between the secondary and outer
packaging)

Names and dresses of the shipper o
and the receiver

A dangerous goods transport o
document (dangerous goods
declaration)

Additional documentation may be
required depending on the modal
requirements (for example, air
wayhbill for air shipments) or national
regulations (for example, import/
export permits)

Triple packaging required to comply o
with UN packing instruction P620
Packaging must show a UN

specification mark, indicating

compliance with testing

requirements for Category A

infectious substances packaging

4.9.3 Sample transportation

4.9.3.1 Sample transportation within the institution

UN3291: Category B clinical ormedical
waste

UN3373: Category B infectious
substances (for all other substances
or materials including human or
animal material, cultures and
biological products)

An itemized list of contents (placed
between the secondary and outer
packaging)

Names and addresses of the shipper
and the receiver

Additional documentation may be
required depending on the modal
requirements (for example, air
waybill for air shipments) and/or
other national requirements (for
example, import/export permits)

UN3291: single packaging
acceptable provided that: enough
absorbent material is present to
absorb the entire amount of liquid,
the package is leak-proof, and/ or
any sharp items are contained
within puncture-resistant packaging

UN3373: Triple packaging required
(for air transport, either the
secondary or outer package must
be rigid) which complies with and is
packaged according to UN packing
instruction P650

While transporting samples within the institution and/or laboratory (even in case of very
limited distance), laboratory staff should adapt the transportation means, time, and

frequency such as to:
e Limit the risk

e Monitor transport at all stages

e Streamline transport (volume/frequency/quality/risk)

e Prioritize well-adapted containers, that can be closed (to avoid spillage) reusable and

disinfected/autoclaved
e The request form should be kept separated from the sample (clean/ dirty)
e Traceability should be ensured
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Figure 19: Example of custom-made transportation boxes (easily disinfectable and can be closed, but
polystyrene not recommended, and identification to be implemented) and a tray for small distance
transport.

4.9.3.2 Sample transportation within the country — Road transport

Appropriate packaging should be ensured by the shipper.

Packaging has 3 purposes:
e To protect the carrier;
e To protect the environment;
e To protect the sample and preserve it for further analysis.

The packaging and the shipment should respect the “triple packaging” principle (as per the
national specimen referral linkage national guideline):
e Layer 1: sample container itself (Tube, sputum container, stool container, transport
media tube, etc.);
e Layer 2: a strong waterproof plastic box/bag (e.g. plastic box, zip-lock bag or 95kPa
envelope);
e Layer 3: a cardboard box with appropriate labeling (recommended regular/official
labeling).
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—
Absorbent and
N S — —-"l cushioning material
. J}/Secondary container
—~_/
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Figure 20: Example of a triple-packaging

Good practices for packing and shipment:

e The container which directly contains the samples must be waterproof and allow no
leakage;

o |Ifthereis a tube, it must be tightly capped and kept in an upright position in a rack;

e The sample containers and racks should be placed in plastic or metal containers with
secure closures;

e The data sheets and sample identification must accompany each transport box (but be
kept separated from the specimen);

e The transport boxes must be properly labeled according to their content;

e The transport boxes must be fixed to secure them in the vehicle;

e Aspilled product cleaning kit (example: an absorbent device, bleach 10%, sealed
garbage, waterproof gloves, and insulation) must accompany the package (available in
the car with the driver).

4.9.3.3 Sample transportation within the country — Air transport

All biological specimen shipping operations by air in Ghana must be compliant with
International (IATA / ICAO) transportation guidelines.

4.9.3.4 International shipment (UN/ICAO/IATA)

International regulations apply strictly when the sample is crossing a border (for example
when a sample is sent to a WHO collaborating Centre, or to another laboratory for research
or diagnostic purposes).

These regulations are jointly released by the International Air Travel Association (IATA), the
International Civil Aviation Organization (ICAQ), and the United Nations (UN).

Packaging, labeling, import licenses, and other national forms need to be filled in for this
purpose. All details are available in the above-mentioned guidelines.
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4.10 Safety Equipment

4.10.1 Protection screens
Protection screens (made of Plexiglas for example) are recommended to prevent direct
exposure of lab staff to drops (for example during sample opening).

4.10.2 Centrifuge and safety cups

As a general recommendation, watertight buckets are recommended for centrifuges. These
will contain any spill if an accident happens and also prevent possible generated aerosol
from being released. It is recommended for all laboratories, and compulsory in maximum
height and containment measures.

Figure 21: Centrifuge buckets to prevent the release of aerosols

4.10.3 Exhaust fan

An extraction (exhaust) fan is recommended for all activities requiring the need for air to be
removed from the room, for example when using solvents during staining procedures such
as ZN staining, generating phenol smokes, or simply for odors (stool preparation).

Figure 22: Example of simple extraction fan and more advanced systems
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Note: If good and sufficient air extraction cannot be ensured with a mechanical system, it is
recommended to work in a naturally well-ventilated area; and in the worst-case scenario
perform staining outside.

4.10.4 Chemical Fume Hood

A chemical fume hood is a ventilated enclosure used to trap and exhaust vapors, gases, and
nanoparticles.

The purpose of a chemical fume hood is to prevent or minimize the escape of air-born
contaminants from the hood to the lab air.

it
1

Figure 23:Example of a chemical fume hood (extraction) and airflow direction

4.10.5 Laminar Hood

2> Polluted Air
= HEPA Filtered Air

I=P Room Alr
Horizontal Type Vertical Type

Figure 24: Laminar hood
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e Laminar flow hoods are ventilated equipment, which is only intended to protect the
product (bench);

e Laminar flow hoods are designed for the handling of reagents or products that need
to remain “clean”, and should not be contaminated by environmental or infectious
materials;

e Laminar flow hoods are not designed for the handling of infectious material but are
very often confounded with bio-safety cabinets;

e The airflow direction from laminar flow hoods goes toward the manipulator (the
exact opposite of a biosafety cabinet);

e The laminar hood can be vertical or horizontal (but this does not change its
capacities or purpose).

4.10.6 Biosafety Cabinets (BSCs)
4.10.6.1 Introduction

Biosafety Cabinets are designed for controlling aerosols and microparticles associated with
managing potentially toxic or infectious biological material in laboratories in activities such
as agitation, centrifugation, pipetting, and opening of pressurized containers. Safety
cabinets have been designed to protect the user, the environment and the sample
manipulated using appropriate ventilation conditions. They are also known as laminar flow
cabinets and/or biosafety cabinets.

The biological safety cabinet is a chamber generally constructed of steel. It has a front glass
window of adjustable height, a ventilation system with an electrical motor, a ventilator, and
a set of ducts which while functioning, generate a negative pressure condition inside the
cabinet. This forces the air to flow from inside the cabinet through the front opening to
generate a curtain of air protecting the operator. Internally, the air is conducted through a
series of grids and ducts to be finally treated in HEPA filters. Depending on the design of the
cabinet, the air is recycled inside the laboratory or extracted and renewed in diverse
proportions. The airflow, which in Class Il cabinets moves from the filter towards the work
surface, is laminar.

BSCs are the most important equipment in infectious pathogens laboratory:
e These are used as primary protection when handling biological hazard;

e BSCs are:

o Used when working with dangerous pathogens;

o Protecting the product, operator, and the environment by avoiding the
dispersion of aerosols that may have been generated when handling
pathogens or cultures;

o Reduce the number of Laboratory Acquired Infection (LAI).
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e The 4 key elements of protection:

o HEPA filters (High-Efficiency Particulate Air):
effectively capture the infectious particles and
ensure that only clean air is released within and
outside of BSC;

o Airflow system within the BSC chamber;

Appropriate use;
o Exhausting system.

O

Figure 25: HEPA filter

When properly installed, certified, and used, BSCs can protect users, reduce the number of
LAls, reduce the cross-contamination of culture and protect the environment from
biological risks.

Type of work done in BSC:
e Sample homogenization and decontamination; '\ ==
e Opening of centrifuge buckets where necessary; s
e Sample inoculation onto media;
e Inoculation and addition of reagents to biochemical

medium;

Preparation of smear from TB culture;

e Media quality control (sterility tests).

Fighre 26: Example of

aBSC
4.10.6.2 Types of BSC

Different types of BSCs are available, each of them with its specificities, in terms of:
e Protection of the:
o Worker;
o Specimen;
o Environment.
e Type of work allowed:
o Chemical only (using solvents);
o Microbiology only (handling biohazard pathogens);
o Microbiology and chemicals.
e BSCs are therefore subdivided into classes and types in order to differentiate those
in:
o Class|;
o Class Il (Type A1, A2, B1, B2);
o Classlll.
e BSCs may also have varying exhaust velocity, air recirculation capabilities (100%
exhaust or air recirculation), and size.
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Table 11 :Types of “hoods” (chemical, Laminar flow, and BSCs) and the protection provided

Type of “Hood” Protection

PRODUCT MANIPULATOR ENVIRONMENT
Chemical Fume None Non suitable for None
Hood Biological risks
Horizontal Laminar | Average None None
Flow Hood
Vertical Laminar Average None None
Flow
Hood
BSC Class | None Good Good
BSC Class Il Good Good Good
BSC Class I Goud Excellent Excellent

We will here only present relevant and most common BSCs:

IR HEPA fixer

oy sion - | .

b e AR 5 = g BSC Class Il Type A2 is the
sopmintions —_— Jiiii to most recommended BSC to
HEPA 5 4 work with Pathogens
Filered
. ' ' belonging to risk groups 2 and
e ~ " 18Ing "o risk group
Positive pressure = | : : 3. 70% of the air is

Negative prowsuse

recirculating, so it is not
meant to be used for gas or
" Suion i Prost View solvents

Fig. 3. CLASS Il TYPE A2 BIOLOGICAL SAFETY CABINET

(Can be roce re-circuluted oe air g type (thimble) )

Figure 27: BSC Class Il, type A2

4.10.6.3 Main characteristics of BSC

Three main characteristics:
e Front opening carefully maintaining an air inflow;
e Vertical unidirectional flow of air inside the BSC, filtered through HEPA filters;
e Exhaust air is filtered through HEPA filters and either recirculated into the room or
evacuated to the outside.

About the airflow:
e The front opening maintains the inflow;
e The direction of the airflow entering from the front opening differs between BSC
classes.
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4.10.6.4 BSC positioning

BSC must be positioned:
e Far from airflow movements (input / output / doors / passage way);
e The airflow of possible cooling systems (ACs) must not disrupt the flow of BSCs;
e Space must be available around the BSC for access and for proper operation;
e Space must be available above the BSC for suitable operation and flow control;
e In accordance with the risk assessment of the room and building.

BSC Biological Safety Cabinet

‘wﬁ‘ Return Alr Grille

- Personnel Traffic
[ ] I Barrier Airflow

— @ Alr Indet
=S BSC

Cabinet @ is quite appropriately located with respect to avoidance

of excessive air movements from surrounding areas.

2. Cabinet® is too close to the doorway and its airflow could be
influenced by the air inlet too.

3. The airflow of cabinet € could also be infiuenced by the air infet.

Cabinet @ is too close to the doorway.

m 5. Cabinet © is suitably located provided that the adjacent return air

gritle does not influence cabinet airflow.

|

=

|

|

|

|

|

'—

|

|

|
&

BSC Figure 7 illustrates various possible infiuences that can be induced by
] a room’s design and ventilation system on the cabinet’s airflow. Please
i note that Figure 7 does not depict any typical installation. in fact it is NOT
recommended that so many cabinets be placed in a small room, or in close

Fig 7. A Typical Class Il Cabinet Installation  proximity to each other.

A Guide to Biosafety & Biological Safety Cabinets » Proper Selection, Installation & Safe Use of BSCs

Figure 28: Exercise about correct BSC positioning in a room

4.10.6.5 BSC Electrical Back-up

e BSC can become a risk factor if suddenly stopped (electrical shut down) as this would
rapidly reverse the airflow (going toward the manipulator);
e BSCshould always be connected to an electrical backup;
e UPS-Battery is therefore required:
o Electrical requirements of the BSC should be assessed and UPS should be
sufficient and reliable
o Voltage/surge protector could also be necessary

4.10.6.6. Operators

e Operators must know protocols, user manuals, and the Biosafety Manual;

e Operators must maintain the integrity of the airflow, and avoid movements that
disrupt the airflow;

e Operators should minimize input and output movements of the arms/hands;

[ ]

Operators must work slowly and quietly inside the BSC (avoid quick arm
movements).
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4.10.6.7 Work Preparation

Collect all supplies needed prior to working inside the BSC (use checklist) to minimize

airflow disturbances during work and avoid overcrowding or clutter in the BSC. These must

include:

e Personal protective equipment;
All consumables;
Reagents and media;
Disinfectants;
Specimen;
Etc.

4.10.6.8 Setting-up BSC workstation

As with any working area, it should be organized separating clean, working, and dirty areas.

The figure below represents a good BSC bench setup:

Clean Area

Discard container

Liquid cudtare
ibes

Contrifuge bucket

Work surface 4 |
absorbent ner ¥

TTTTTTTTTTTTTTTTIEITELLALLLTELLLLL L

Figure 29: Example of good BSC bench set up

Note: use of absorbent paper/materials is NOT recommended neither in the cabinet, nor on

the benches. Both areas must be cleaned and disinfected after work and in case of spills.

A very important concept is that any grid in the BSC should never be covered (by tube rack,

by arms, or pipette, or consumables).
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Figure 31:Appropriate use of BSC
(non-covered grids)

Figure 32: Misuse of BSC (3 people working at the same time, covered grids, bench overloaded).
Airflow is not ensured

Figure 33: Example of bad BSC practices, Figure 34:Example of Electrical loop
including the use of a Bunsen burner sterilizer that can be used under BSC
(no open flame)

4.10.6.9 Routine maintenance

The general maintenance required for the biological safety cabinet is for the most part
simple to perform. The routines and frequencies are described in the sections below:

Frequency: Weekly
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1. Decontaminate the work surface and the interior surfaces of the cabinet with 70%
ethanol.

2. Clean the front glass door and the surface of the ultraviolet lamp, using a domestic
cleaning solution.

3. Verify the precision of the manometer’s reading, indicating any fall in pressure flowing
through the HEPA filter. Register the date and the reading in the cabinet’s logbook.

Frequency: Monthly

1. Clean the exterior surfaces, especially the front and the upper part using a piece of a
damp cloth in order to remove the dust.

2. Disinfect the surface of the lower compartment with 70% Ethanol or a suitable
disinfecting solution. 3. Verify the state of the service valves.

4. Do the tasks due on a weekly basis.

Frequency: Annually

1. Carry out the certification process according to the established outlined in the equipment
policy.

2. Check the intensity of the UV lamp with a radiometer. Replace it if necessary.

3. Test the state of the fluorescent lamp. Replace it if necessary.

4. Perform the tasks due monthly.

4.10.6.10 Using the BSC

Prepare the working bench

e Disinfect the work surface, interior walls, and inside the window before work;

e Rinse with distilled water after disinfection;

e Record any disinfection in the register;

e Turning on the fan in advance before starting the work (minimum 10 minutes) to
create the airflow and ensure stabilization and several cycles of air exchange (to
ensure sterility);

e Letting the fan run at all times may be recommended to help maintain negative
pressure in a specific room (usually little size, such as a culture room), and can help
renew the air within the room where the BSC is located.

4.10.6.11 Cleaning and disinfecting the BSC

After each use, BSC should be cleaned and disinfected:
e Using cotton or tissue paper soaked with 70% ethanol, disinfect the work surface,
interior walls, and inside the window;
e Rinse with sterile distilled water;
e Wipe it out (to remove water), and let the surface dry;

Note: Hypochlorite is not recommended. It is corrosive so it will damage the metallic piece
of BSC and should be used only in case of a spill. In such cases, hypochlorite is used
exceptionally; and it is recommended to then clean with ethanol and with distilled water).

4.10.6.12 About UV light
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UV lights have germicidal effects, so it is often used in biosafety cabinets, but:

UV light is not penetrating, so it only affects surfaces;

UV lamps should be cleaned weekly with an alcohol-water mixture as dust and dirt
can block their germicidal effectiveness;

UV lamps should be checked periodically (approximately every six months) to ensure
the appropriate intensity of UV light is being emitted for germicidal activity;

UV lamps are not required for the proper functioning of the BSC.

Due to the short time for UV overexposure to occur, it is recommended that neither
laboratory nor maintenance personnel works in a room where UV lights are on. Laboratory
staff should not rely on a biosafety cabinet UV light as the sole decontaminating agent.

4.10.6.13 Certification of BSC

BSC certification:

It is necessary to ensure the integrity
and functionality of the BSC;
Must be carried out by qualified and
certified personnel;
Must be performed:

o During installation;

o Everyyear;

o When a BSCis moved from

one place to another.

Any certification should be
documented and a Certification
sticker (indicating dates) should be
placed on the BSC, clearly visible to
all users.

Figure 34:Example of BSC
Certification certificate

The certification evaluation encompasses:

Overall integrity;

HEPA filters leak testing;

Incoming flow and velocity;

Negative pressure/ventilation cycles exchange ;
Testing the incoming flow using the smoke test;
Alarm Test;

Noise and light (not related to biosafety).

Note: In case of a change of the HEPA filter, the BSC (and filter) should be decontaminated.
Formaldehyde gas is used most for decontamination by fumigation.

Not recommended practices

BSCs containment capacities are jeopardized by:
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e The opening of windows and doors;

e HEPA filters with leaks or blocks;

e Poor maintenance of the BSC;

e Misuse;

e Alargeinternal overload;

e Presence of a Bunsen burner flame (as opposed to a loop incinerator).
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Emergency procedures

Develop a procedure for all possible types of emergencies and accidents previously listed
such as:

e Medical issues;

e Chemical spill management;

e Biological spill management;

e Earthquake/ flooding;

e Fire;

e Blood (fluid) exposure accident;

e Emergency;

e Any other relevant possible accident or emergency.

4.11 Emergency and Incident Response

Even when carrying out low-risk work and following all core requirements for biosafety,
incidents can still occur. To reduce the likelihood of exposure to/release of a biological
agent or to reduce the consequences of such incidents, a contingency plan must be
developed that provides specific SOPs to be followed in possible emergency scenarios that
apply to the work and local environment. Personnel must be trained in these procedures
and have periodic refresher training in order to maintain competency.

Emergencies can include those related to chemical incidents, fire, electrical breakdown,
radiation incidents, pest infestation, flooding, or personal health issues of personnel (for
example, a heart attack or collapse). All laboratory facilities must have good safety
standards for all such non-biological hazards to make sure that necessary nonbiological risk
control measures are also in place (for example, fire alarms, extinguishers, and chemical
showers). Relevant authorities should be consulted where necessary.

Any medical emergency should be handled by a first-aid provider and a biosafety officer
and/ or laboratory manager.

4.11.1 Emergency contacts

o Make sure there is a clear list on the wall with the names and numbers of people to
contact when there is an emergency;

e Keep the contact list up to date;

e Place the contact list in a waterproof cover;

e Place the contact list on an easy-to-locate place on the wall.

4.11.2 Procedure for Blood Exposure Accident (BEA)

A blood exposure accident (BEA) is defined as any accidental percutaneous exposure to
blood contact (bite, cut) or mucous (eyes, mouth) or broken skin (eczema, wound) with
blood or a biological product containing blood for which the viral risk is proven.

e Risk of HIV, HBV, and HCV is considered possible, namely in cerebrospinal fluid,
synovial, pleural, peritoneal, pericardial, and amniotic;

e The risk of transmission of infectious agents during a BEA concerns all the germs
carried by the blood or body fluids (bacteria, viruses, parasites, and fungi);
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HBV, HCV, and HIV are of concern because of their prevalence, the existence of
chronic viremia and the severity of the infection caused (but think of any possible
infection).

1) Immediate care after BEA (recommended procedure):

Urgently clean with soap and water the bite, injury, or projection on broken skin and
rinse;

Apply antiseptics thoroughly for at least 3 minutes (3 to 5 minutes duration) with
alcohol (70%) or an antiseptic solution (such as Betadine);

If splashed on mucosa or eyes, flush for 10 minutes with saline solution and then
disinfect with an antiseptic eye drop.

2) Status search
If a blood exposure accident happens, status testing should be performed on the sample/
patient:

Test for HIV, HBV, and HCV serostatus from the patient whose biological fluid is a
source of potential contamination;

This data should be found in the patient record or to test them as an emergency (with
patient consent): anti-HCV, anti-HIV, HBsAg;

Other rare infections (sepsis, malaria, and/or belonging to a risk group (HIV)) can be
searched in the patient as well as his entourage.

3) Risk evaluation

An assessment of the risk of contamination must be performed (and documented in the
incident report.This assessment is conducted by a contact person (can be a biosafety officer
or laboratory manager assisted by a clinician), based on (see figure 35):

The mechanism and type of injury: deep cut or puncture = maximum risk
The material involved in the contamination: hollow needle = maximum risk
The nature of the biological fluid: blood = maximum risk

The lack of protection equipment used: gloves, goggles

The clinical and serological status of the source patient

Risk Level and

Preventive Contact or type of HIV Status of the

treatment injury Type of object person who used
the object

NO RISK

No risk Simple handling Non-injuring object | Undetermined,
apparently no risk
factor

No treatment Mucosal exposure Injuring object Undetermined, but

possible risk factor
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Bi-therapy Sub-cutaneous cut Injection needle Infected and

efficient anti-
retroviral treatment

Tristherapy Deep injury Injection needle, Infected and no

recently used treatment

SIGNIFICANT

Figure 35: Risk Evaluation after BEA

Medical advice is needed urgently within 2 hours if the risk assessment leads to a real risk of
HIV infection or HBV / HCV.

4.11.3 Laboratory Spills

Chemical spills
The following suggested actions are to be taken in the event of a significant chemical spill:

Evacuate non-essential staff from the area/room;

Avoid breathing vapor from spilled material;

If the spilled material is flammable, extinguish all open flames, turn off the gas in the
room and adjacent areas, open windows, and switch off electrical equipment that
may spark;

Establish exhaust ventilation if it is safe to do so;

Request assistance (alarm raise can be activated), and get support from the
biosafety officer/manager if possible;

Attend to persons who may have been affected (help with rinsing or transfer for
example);

Secure the necessary items to clean up the spill:

o Can be the same as a biological spill kit, or ideally a specific chemical spill kit
(powder kit)

o Can be complemented by sand (to cover alkali spills), non-flammable
detergent, Soda ash (sodium carbonate), or sodium bicarbonate for
neutralizing acids and corrosive chemicals, heavy-duty rubber gloves, and
appropriate charts and procedures

Report the accident and implement preventive or corrective actions if applicable.

Biological material spills
When a biological spill occurs the laboratory staff must first rapidly decide how to react. The
actions required are dependent on:

Where the spill occurred;

Inside the Biosafety Cabinet;
Outside the Biosafety Cabinet;

The quantity of the spill;

Type of culture (solid or liquid);
Quantity of live organisms involved.
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Small spill inside the BSC

Cover up the spill with absorbent paper or towel and spray with a saturated
disinfectant such as 5% phenol or hypochlorite and clean off the spill;

Place contaminated absorbent paper or towel into a disposable bag while in the BSC,
tie and spray the bag with disinfectant and place it in a container to be autoclaved;
Change gloves if gloves have been contaminated;

Immediately wipe the interior surface and walls of the biosafety cabinet and any items
or equipment within the cabinet with a paper towel saturated with an appropriate
disinfectant solution.

Large spill under BSC
More extensive decontamination is needed

Decontaminate the surface and remove all items from the BSC;
Ensure the drain valve is closed,;

Pour appropriate disinfectants onto the work surface;

Allow at least 30 minutes for decontamination

Empty the drain pan into a collection vessel containing disinfectant

Spills in the centrifuge

If a tube breaks or leaks in a centrifuge with no safety cups follow the procedure for a
spill outside the BSC;

If using safety cups, the tube leakage will be contained (liquids, aerosols): First steps
in cleaning up:

Remove the unopened safety cup with a broken or leaked tube from the centrifuge
and place it in the BSC,

Let sit undisturbed for 30 minutes,

Then, disinfect the inside surfaces of the centrifuge,

Carefully open the safety cup under the BSC, place the lid next to the cup, top-down,
Disinfect the outer surface of uncompromised tubes by wiping them with disinfectant
soaked with cotton or gauze,

Pour disinfectant into the cup and lid taking care not to splash the contents,

Let stand for 30 minutes, then pour off disinfectant and broken tube into the discard
container to be autoclaved,

Disinfect the entire surface of the BSC,

Wash cup, and lid and insert in hot soapy water, remove the O-ring to clean
underneath, air dry, and re-silicone the O-ring.

Spills outside BSC

Notify ALL persons in the lab to evacuate immediately;

Hold your breath as much as possible;

If possible, make sure BSCs are on (or do not switch off);

Leave the room and stay outside with the door closed to allow aerosols to settle for at
least 4 hours or overnight;

Using appropriate respiratory protection, gown, and gloves from the biological spill
kit, return to the accident area to clean the spill.
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Note: We recommend that the biological spill is to be managed by a different person from
the one who did the spill.

Biological Spill kits
Spill kits should be placed at accessible locations where spills may occur. This should be
clearly labeled:
e Should be checked on a regular basis (not expired, especially for disinfectant);
e Itis very important to also have a spill kit available outside of a laboratory.

Example of the Content of the Spill kit (to be defined by each laboratory):
e Instructions (SOP) for spill cleanup;
e Disinfectant (hypochlorite 1-5% freshly prepared depending on risk assessment;
e Spray or squirt bottles (for the disinfectant prepared above);
e Absorbent towels or cotton;
o Paper towels;
e Biohazard waste bags and containers;
o Tweezers for sharps;
e Sharps container;
e "Do Not Enter" sign (Biohazard signs for laboratory doors);
o Autoclave bags;
e Appropriate PPE:
o N-95 respirators (if required, along with risk assessment),
o Gloves (different sizes),
o Gown,
o Shoe covers;

DO NOT ENTER
BIOLOGICAL SPILL HAS

e //("'*\ OCCURRED %X‘
‘-0 \::‘.’\ ~ \ \.\L}/ / \ \.\L}/ /
L THIS ROOM COULD CONTAIN
HARMFUL AEROSOLS
INCLUDING M. TUBERCULOSIS
DATE: TIME:

Figure 36: Example of a biological spill kit Figure 37: Do not enter sign after spill
(specific case of TB laboratory)

4.11.4 First aid kit

First-aid kits, including medical supplies such as bottled eye washes and bandages, must be
available and easily accessible to personnel. These must be checked routinely to make sure
products are within their use-by dates and are in sufficient supply. A first aid kit is a
collection of supplies and equipment that is used to give early/temporary first medical
treatment. First aid kits should be placed at accessible locations:

e Where needed;

e At various locations, to be easily and rapidly accessible;

e Clearly identified (recommended adding label /sign where it is stored);

e Should be checked on a regular basis (for expiration).
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Example of the Content of the first aid kit (to be defined by each laboratory):
e Detailed instruction sheet (inappropriate language);
e Individually-wrapped sterile adhesive dressings in a variety of sizes;
o Sterile eye pads with attachment bandages;
¢ Band aid;
e Bandages;
o Sterile wound coverings;
e Burncream;
o Safety pins;
e Mouthpiece for mouth-to-mouth resuscitation;
e Gloves and other barrier protections against blood exposures;
e Tweezers;
e Antiseptic (Betadine/lodine);
e Eyewash.

The first aid kit can be complemented by any material depending on the risk assessment of

the
laboratory.

Figure 38: Example of a first aid kit
4.11.5 Eye-wash kit or station

In addition to engineering, eyewash should be available in the laboratory. If eyewash
stations with piped water are to be used, these should also be checked regularly for correct
functioning.

Eye-wash will especially be useful for chemical spill projection, to dilute the chemical, and
then reduce its impact on the eye.

Portable eye wash stations are most recommended, their maintenance is much easier and
those are safer models.
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Figure 40:Fixed eye-wash systems are difficult to
maintain thus not very recommend)

Figure 39:Example of a portable eye wash

4.11.6 Emergency Shower

Mandatory for certain categories of laboratory, or depending on specific risks assessments
(large volume of biological materials and/or chemicals):
o Still recommended for any laboratory;
e Use in the event of serious or large biological or chemical contamination of personnel;
e The emergency shower should be checked regularly.

Figure 41: Example of an emergency

. Figure 42: Example of a safety shower
shower (coupled with eye wash)

Note: Some emergency showers are coupled with an eye wash station.

4.11.7 Data back-up

It is important to note that taking into account the risk of severe damage to the building and
facilities, data backup outside of the laboratory should be considered, in order not to lose
too sensitive data in case of a major emergency.
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4.11.8 Fire Management

Architectural specifications should be based on the type of fire hazard to be contained.
Primary exit routes should be designated. All construction plans should consider the
applicability of local regulations for fire management. Secondary exits should be provided
for the laboratory. Laboratory corridors that also access an exit should be maintained clear
and unobstructed at all times.

Type of fires
There are different types of fires:

e Class A: Fires that involve mainly organic solids containing carbon-based compounds
such as wood, paper, plastics etc.;

o Class B: Fires that involve flammable liquids such as petrol, paint, and oils, and
liguefiable solids such as fats, waxes, and greases but not including cooking oil or
fats;

e Class C: Fires that involve gases such as butane or propane;

e Class D: Fires that involve certain metals such as sodium, magnesium, and aluminum;

e Class E: Fires that involve electrical equipment or appliances;

e Class F (K): Fires that involve commercial deep fat or oil fryers or cooking oil.

Types of extinguishers

Extinguishers are available for use on one or more classes of fire, depending on the
extinguishing agent they contain. Fire extinguishers are labeled as A, B, C, or D (Or a
combination of those) for use against the different classes of fires.

Below is a table with the class of fire and type of extinguishers to be used:

Table 12: Type of fire and type of extinguishers

Fire Extinguisher Types

Extinguisher Type of Fire
Colour Type Solids Flammable | Flammable | Electrical Cooking | Special
(Wood, Liquids Gasses Equipment | Oils & Notes
paper, Fats
cloth, etc)
Dangerous
if used on
Water \/ x x x « liquid
- - - fires” or live
electricity.
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Foam ‘/ / x x ‘/ Not
b - o o = | practical for
home use.
Dry / / / \/ x Safe use up
Powder Yoo Yes Yes Yes o to 1000v.
Safe on
X| Vv | X | vV | ViR
lio Yes lio Yes Yes |OW
voltages.

Extinguishers use three different processes to extinguish fires:

e By cooling: water is used to cool the burning material below the temperature at
which it starts to burn;
e By smothering: Carbon dioxide or foaming agents or dry chemical extinguishers are
used to smother the burning material so that air is excluded;

e By disrupting the chemical chain reaction or interrupting the flame.

Identification of extinguishers
Manufacturers place marking on extinguishers to indicate the class or classes of fires which
they are suitable for. To make identification easier in an emergency, it is recommended to

apply class ratings to wall panels near extinguishers (right above for example); easily

interpretable and readable using the most appropriate system, letter, color, and obvious
signs, and in accordance with the policy from the institution, respecting the same color

coding. See the example below:
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Figure 43:Example of a fire extinguisher with signage and indications
Selection of the extinguisher and behavior

Appropriate behavior and chain of command:
In case of fire, use the chain of command called “RACE” as a memory aid for Rescue — Alarm
— Confine — Evacuate or Extinguish:
e Rescue anyone in immediate danger of fire;
e Alarm (shout) or activate the nearest fire alarm and/or call the emergency number;
e Confine the fire by closing the doors to the fire;
e Evacuate the area or Extinguish the fire if possible (a small laboratory fire is
considered to be one that is extinguishable within 1-2 minutes).

Before considering fighting a fire, always:
e Call the fire services or warn someone who will do it;
e Confirm that the fire is small and is not spreading and you can probably handle it;
e Confirm that you have a safe path to an exit not threatened by the fire;
e Assess the situation, and be sure you know what kind of extinguisher is required.

Recommendations

e Using the wrong extinguisher to fight a fire can have serious results, and even make
the situation worse (for example a water-based extinguisher being used on cooking
oil will actually spread the fire);

o Ifafireis discovered, conduct an assessment to identify your fire hazards and
determine the type of extinguishers needed;

e Importantly, in case of doubt, or if the person does not feel confident enough to
fight the fire, it is better not to intervene and to warn other people, including
firefighters.

Were to site extinguishers
Fire extinguishers should be bracketed or stand mounted:
e Where they can be reached quickly (recommend to be no more than 30 feet away
from laboratory);
e Preferably on an escape route near to alarm points;
e Where they are clearly visible i.e., not hidden behind doors or furniture (pictogram
for signalization should also be used);
e Where they are accessible at all times;
o Fixed to the wall at a height where it can be reached;
e Away from any heat source (e.g., radiators, kettles, cookers, autoclaves, etc.).

Maintenance and control of extinguishers
As pressurized vessels, fire extinguishers themselves carry potential risks:
e Require regular visual inspections of all fire extinguisher types (recommend
quarterly), can be performed by the staff;
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e All portable fire extinguisher types will also need to have annual maintenance by a
competent person or company.

Figure 44: Example of gauge that can be controlled by the institution (gauge out of the green zone)

4.11.9 Evacuation procedures

There must be clear defining procedures as to how personnel can be evacuated out of the
laboratory/facility during an emergency situation. This may concern any event, including
earthquakes.

Reassembling point

As a result of an emergency situation, the laboratory/institution must have an assembling
point for emergency purposes.

There must also be an alarm system and an emergency exit with signs known by all
employees.

Emergency exit / Exit signs
Emergency exit should be available to make evacuation possible in case of emergency (fire
or else). These emergency exits should:

e Not to be locked, or should be unlockable at the level of the emergency exit;

e Clearly identified by a sign (should ideally glow in the dark).

Figure 45: Example of an emergency exit Figure 46: Example of fire exit sign and extinguisher

Training in emergencies and simulations
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e Regular training of the staff remains a priority in order to better prevent and manage
any emergencies for kind of emergencies;

e Firefighters can also conduct hands-on training, especially on the how-to-use
extinguishers;

e Staff have to familiarize themselves with various emergencies, including the fire class
ratings of the extinguishers in working areas so that they will know what types of
fires can be attempted to be extinguished with them, or any other process to
manage a fire;

e ltis highly recommended that simulation exercises be conducted for each of the
previously listed emergencies;

e Regular evacuation exercises should be practiced.

Accident Reporting
e Any emergency or accident or exposure should be reported to the laboratory
supervisor and/or biosafety officer/manager;
e Any emergency or accident or exposure should be reviewed, a route-cause analysis
should be performed and appropriate corrective and preventive actions taken to
avoid the recurrence of the same accident.
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Any unexpected, undesirable event (accident/
incident) that may be serious (including Injury,
Skin perforation, Aerosols, contact with
mucosal tissue, Ingestion, Contamination, and
Burning) should be reported and documented.
It is also highly recommended to also report

« near misses » as they can be a way to
prevent a real accident from happening in the

| WANT YOU || "~

TO REPORT ALL

NEAR MISSES & ACCIDENTS

Figure 47:Campaign to push laboratory staff to
report near misses and accidents

LABORATORY INCIDENT REPORT
To this end, a register and/or a form S——

should be made available, and can Hasth Dupamart Name
include: e
e Date, name of the person writing
the report;
e Name of the person concerned;
e Brief description of the situation;
e Mandatory interruption of Owemtes
activities, even temporary;
e Corrective action to be taken (if

relevant);
e Updating of a procedure (if
relevant);
e Specific information to be given
to other personnel; ——

e Safety management comment;

. Fi 48: E le of | t
e Conclusions. igure 48: Example of laboratory

incident report

4.11.10 Emergency Medical Contact Card

Personnel working with pathogens that cause diseases unlikely to be recognized by a
physician could be issued an emergency medical contact card by their institution.

The card could summarize important information regarding the infectious materials or
toxins that are handled by the individual.
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This measure is also recommended for personnel working with high-risk group pathogens.
In the event of an unexplained illness, this card can be presented to hospital/health care
facility staff and/or emergency responders. An example of an emergency medical contact

card can be found in Figure 48 and Figure 49.

EMERGENCY MEDICAL CONTACT CARD TO THE PHYSICIAN
This employee warks in an environment whers enic microorganisms a
NAME: present. Please co e individuals lis for information on tt
DATE ISSUED: agents to which this individual may have been expose
| WORK WITH: FACILITY NAME:
RISK GROUP 4 PATHOGENS ADDRESS:
[‘ RISK GROUP 3 PATHOGENS
u NON- HUMAN PRIMATES CONTACT 1: : " "
[: NAME TEL. (HOME) TEL. (WORK)
(] FOANS CONTACT 2; _
roere NAME EL. (HOME)
FRONT BACK

Figure 50: Example of back page of an Emergency
Medical Contact Card

Figure 49: Example of the front page of an
Emergency Medical Contact Card

4.12 Occupational Health

The employing authority, through the laboratory manager, must take responsibility for
ensuring that the health of the laboratory personnel is adequately checked and reported.
The reason is to provide a safe working environment including preventive measures and
monitoring of employee health to enable appropriate measures to be taken in case of
exposure or occupationally related disease. This also includes any other aspect of the work
that affects the safety, health, and well-being of employees. It is important to ensure
medical examination or health status information of laboratory personnel. This will ensure
that it is safe for laboratory staff to work in the laboratory. There shall be mechanisms for
recording and reporting occupational illness, injury, adverse incidents, and consequential
actions, while at the same time respecting the confidentiality of individuals.

4.12.1 Safety Training and orientation

Scope of personnel safety training

The laboratory safety manager shall ensure that specific and appropriate safety training
programs are implemented for all laboratory-associated personnel, including:

e technical and administrative;

e transport;

e maintenance;

e housekeeping/cleaning;

e students;

e contract staff; and

e Volunteers.
In addition to safety training, laboratory management shall ensure that all new staff is
oriented/trained in the laboratory’s general and role-specific safety requirements,
regardless of how much experience they may have from their previous work.
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Occupational Safety Programs

A comprehensive safety training program shall:

e Include an introduction for new employees;

e Require periodic retraining for experienced employees;

e Be job or task specific and tailored according to the employee’s job description;

e Include appropriate considerations for conditions such as pregnancy,
immunodeficiency and physical disability;

e Address at a minimum, fire prevention and preparedness, chemical and radiation
safety, biological hazards, infection prevention, occupational health and safety (e.g.,
vaccines) first aid and environmental protection;

e Undergo ongoing monitoring/assessment of risks to assess the training/re-training
needs.

Personnel training records shall be retained in an accessible file for a period of time and
include dates of safety orientation and annual updates of safety training for each employee.
All employees shall be required to read the appropriate safety manual before beginning to
work in an area. Confirmation in writing shall be obtained from the staff members that they
have received the appropriate training and that the safety manuals have been read and
understood, including the dates when these were carried out. The laboratory’s
accident/incident reports should also be considered as sources for determining the areas in
which additional training on safety is required.

4.12.2 Fire prevention and control training

Training and instruction shall be given to all laboratory staff and personnel who share the
building. These proactive measures shall include:

e Recognition and evaluation of fire hazards;

e Planning to reduce the risk of fire; and;

e All actions to take when a fire occurs.

First aid training
The laboratory shall ensure that:
e There are designated personnel trained in first aid;
e The laboratory staff has ready access to first aid materials/kits at all times.

There shall also be guidelines for the treatment and, where required, immediate emergency
medical attention consistent with the hazards likely to be experienced within the laboratory.
All personnel shall be familiar with the steps to be taken following needlestick injuries or
exposure to infectious agents through other ways.

4.13 Heightened Control Measures

For most procedures, the core requirements will be sufficient to keep risks acceptable.
However, during the risk assessment, a situation may be identified in which the initial risk
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requires the use of one or more heightened control measures, over and above those
outlined in the core requirements, to reduce the risks to acceptable risks.

The heightened control measures are an addition to each of the essential elements of
laboratory operation described in basic or core requirements. They outline additional
procedures, features, risk control measures, equipment, and considerations that may be
needed in these areas, over and above the basic or core requirements. It should be noted,
however, that unlike the basic or core requirements, the risk control measures and
considerations for each element may not apply to every laboratory, and their use should be
carefully selected based on the outcomes of the local risk assessment.

4.14 Maximum containment measures

Most laboratory work will be undertaken using the core requirements or with heightened
control measures. However, in exceptional circumstances, the risk assessment may
necessitate the use of a facility that employs maximum containment measures to control
very high risks to personnel and the community. Such a facility will only be required where
biological agents with the very highest consequences are used in work that has a high
likelihood of exposure. This includes work with biological agents that pose a severe health
risk to personnel or the community if released, such as those that are highly transmissible
and cause disease for which countermeasures are not available or those with evidence of
pandemic potential.

Table 13: Summary of Requirements for Biosafety

Laboratory Heightened Control Measures (HCM) Maximum Control Measures (MCM)
Requirement
1 | GLPP In Addition to Core Requirements: In Addition to Core Requirements and HCM:
e Associated protocol to restrict e A complete change of clothing is required
Access before entering and leaving the
e  Special entry conditions e.g., laboratory
immunization e Training in emergency extraction
e  Use of primary containment procedure
devices e.g., BSC e Working alone must be prohibited

e  Means of communication between
personnel working and support staff
outside

e  Method to visually monitor and record
activities of personnel working

2 | Technical Procedure Core Requirements In Addition toCore Requirements and HCM

3 | Personnel In addition to Core Requirements: In Addition to Core Requirements and HCM:
Competence e Competency in related protocols e Personnel must have an appropriate
and Training e A prescribed period of mentorship in level of experience

the related procedure
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4 | Facility Design

5 | Specimen Receipt and
Storage

Decontamination and
6 | Waste
Management

7 | Personal Protective
Equipment

8 | Laboratory Equipment

In addition to Core Requirements:

e Additional in-built heightened control
measures

e  Physical separation of laboratory
rooms

e  Physical separation between
laboratory and surrounding buildings

e (Closing and sealing windows

e Enhance room airtightness if gaseous
disinfection is required

e  Configuring laboratory exhaust
airstream

e Install onsite treatment of laboratory
waste

In addition to Core Requirements:

e  Open specimen within primary
containment device

e Application of more stringent
restricted access

e Develop additional internal transfer
and transport

In addition to RCR:
e Decontaminate waste onsite or
close to the laboratory
e Where on site decontamination
is not possible, transport waste in
sealed and leakproof containers

In addition to Core Requirements:

e  Use of specialized PPE’s and or
protocols (laboratory coats, footwear,
gloves, eye protection, respiratory
protection)

In addition to Core Requirements:

o Sufficient space for the equipment

e Appropriate for operation and
maintenance

e  Proper training of staff

e Maintain equipment use,
maintenance perform, validation or
calibration records

e Check equipment regularly for
integrity and potential faults

e Use best practices for pipettes,
centrifuges, refrigerators and freezers
to effectively reduce exposure to
biological risk
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In Addition to Core Requirements and HCM:

Dedicated ventilation and air-
conditioning system

Must be located in a separate building or
clearly delineated zone in a secured
building

In Addition to Core Requirements and HCM:

Specimen must be transported according
to national and international regulations
Specimen must be handled by specially
trained personnel, stored securely

Keep inventory of stocks and specimen
movement

In Addition to Core Requirements and HCM:

o All effluents must be
decontaminated before final
discharge

e Use of a double door passthrough
autoclave

e  Use of airlock fumigation chamber

In Addition to Core Requirements and HCM:

o

Employ appropriate suit laboratory
system

Develop an effective maintenance
protocol for the suit system

In Addition to RCR and HCM:

Use dedicated laboratory equipment only
Avoid the use of sharps wherever
possible
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Emergency/Incident
response

Occupational
Health

5.0 Biosecurity

In addition to Core Requirements:

e  Ensure first aid kits and devices are
functional at all times

e Incidence must be reported and all
incidence must be investigated

® Develop related protocol to manage
biological spill

In addition to Core Requirements:

e Medical examination or health status
information of laboratory personnel

e  All aspects of staff health must be
kept confidential

In Addition to Core Requirements and HCM:
e Device an emergency program to
involve other emergency services
such as the fire service, receiving
hospitals and police

In Addition to Core Requirements and HCM:
e  Personnel should monitor and
record body temperature and
any symptoms

It refers to measures aimed at preventing the introduction and/or spread of harmful
organisms (e.g. viruses, bacteria, etc.) to animals and plants in order to minimize the risk of
transmission of infectious disease. In agriculture, these measures are aimed at protecting
food crops and livestock from pests, invasive species, and other organisms not conducive to
the welfare of the human population. The term includes biological threats to people,
including those from pandemic diseases and bioterrorism. The definition has sometimes
been broadened to embrace other concepts, and it is used for different purposes in

different contexts.

5.1 Laboratory Biosecurity

Laboratory biosecurity refers to institutional and personnel security measures designed to
prevent the loss, theft, misuse, diversion, or intentional release of biological agents being
handled in the laboratory. Addressing laboratory biosecurity risks in many ways parallels
and complements that of biosafety risk management. Effective biosafety practices are the
foundation of laboratory biosecurity and biosecurity risk control measures. These must be
performed as an integral part of an institution’s biosafety program management.

There are many challenges and caveats associated with implementing biosecurity policies
and procedures. For example, many biological agents against which protection is needed
can be found in their natural environment. In addition, biological agents of interest might
only be used in very small quantities or may be capable of self-replicating, making them
difficult to detect or reliably quantify. In some cases, the process of quantification may pose
biosafety and biosecurity risks.
Furthermore, while there is potential for malicious use of these biological agents, their use
is valuable for many legitimate and benign diagnostic, commercial, medical, and research
applications. For this reason, it is essential to properly assess potential biosecurity risks and
establish appropriate risk control measures that can reduce risks without hindering scientific
processes and progress. These measures should comply with national standards and
regulatory procedures and be proportionate to the assessed risks.
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To achieve this, an approach similar to the biosafety risk assessment framework should be
undertaken, with a specific focus on biosecurity, to identify whether an institution possesses
biological agents that may be attractive to those who may wish to use them maliciously. The
depth of this biosecurity risk assessment should be proportionate to the identified risks. For
most laboratories, biosecurity risk assessment can often be combined with a biosafety risk
assessment rather than being a stand-alone activity.

As with biosafety, the biosecurity risk assessment process also includes the development of
a strategy to manage the biosecurity risk by selecting and implementing biosecurity risk
control measures. A laboratory biosecurity program is required to prepare, implement,
oversee and review these processes, according to the requirements of the facility. In many
cases, this can be combined with biosafety program management, although it may need to
be a stand-alone program when the biosecurity risks identified are severe and/or numerous.

5.2 Biosecurity concept

Originally used in reference to the management of biological weapons and bioterrorism, the
term biosecurity was first used in the agricultural sector in the 1980s as "the sum of risk
management practices in the defense against biological threats". This term was then taken
up in different strategic documents of different organizations, so multiple definitions and
understandings co-exist.
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Figure 51:Holistic approach of biosecurity
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5.3 Biosecurity risk assessment

Biosecurity risk assessments follow the same framework as outlined below:

Table 14: Biosecurity risk assessment

Gather information:

Collect information on. the type of biological agents available, their physical location,
the personnel required to access the laboratory premises either to handle the agents or
for other reasons such as service and maintenance, and those responsible for the
biological for agents

Evaluate the risks:

Assess how the information gathered relates to the likelihood of someone gaining
access to the identified biological agents and the consequences of a deliberate release
of those agents. Compare the two factors to establish what the overall/initial risks are.

Develop a risk control
strategy:

Determine the minimum-security standards required for work to be allowed to proceed
with the identified biological agents (that is the acceptable risk).

Select and implement risk
control measures:

Biosecurity risk control measures can include both procedural and physical security
systems. The risk assessment should include a clear definition of the threats. The risk
control measures are designed to protect against and clarify the performance
requirements of any physical security systems. Biosecurity risk control measures are
described in more detail later in this section. Assessment of the suitability of personnel,
security-specific training and rigorous adherence to pathogen protection procedures
are ways to enhance laboratory biosecurity.

5.4 Biosecurity Pillars

A biosecurity program rests upon eight pillars and must have overall program management
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Figure 52: Pillars of Biosecurity

Table 15: Pillars of biosecurity

Biosecurity Pillar Short Description

Awareness General biosecurity awareness among management and employees
Biosecurity risk and awareness
Biosecurity response awareness

Awareness concerning biosecurity procedures

Personnel reliability Personnel screening
Authorisation of personnel
Confidentiality measures

Integrity program (reporting suspicious behaviour)

Transport security Transport rules, regulations and laws
Transport procedures, chain of custody, compliance
Transport risk analyses

Screening of transportation companies

Guidelines for confidential information
Assess dual use aspect of research and knowledge
Information and knowledge security

Information security

Accountability for
materials

Secure storage of biological hazards
Inventories, verification of stocks
Internal transport

Access to materials

Response Emergency and crisis response
Procedures and responsibility during incidents
Communication and information during incidents

Incidents training and evaluation

Management Biorisk management system
Biorisk policy and procedures
Biorisk/biosecurity budget and resources

Reporting to management

Access control

Monitoring (e.g., cameras, guards)
Building management security
Security culture in organization

Physical security

5.4.1 Inventory control

A comprehensive program of accountability is necessary to establish adequate control of at-
risk biological agents, and to discourage theft and/or misuse. Procedures that can be used
to achieve this include compilation of a detailed inventory, including a description of the
biological agent(s), its quantities, storage location and use, the person responsible,
documentation of internal and external transfers, and inactivation and/or disposal of the
materials. A periodic review is recommended and any discrepancies should be investigated
and resolved.
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The biological agent inventory should be up-to-date, complete, accurate, and updated
regularly to ensure that there is appropriate control and accountability.

5.4.2 Information control

Processes and procedures must also be used to protect the confidentiality and integrity of
sensitive information held in the laboratory that could be used with malicious

intent. Within the scope of the biosecurity program, it is important to identify, label and
protect sensitive information against unauthorized access. Sensitive information includes
research data, diagnostic results, information on animal experiments, lists of key personnel
(for example, IT and biosafety contacts), security plans, access codes, passwords, storage
locations, and biological agent inventories. Sharing sensitive information with unauthorized
individuals must be strictly prohibited.

5.4.3 Personnel control

The effectiveness of any procedural controls for biosecurity are ultimately determined by
the training, capability, reliability, and integrity of the personnel. Proper personnel
management is essential for the functioning of a laboratory. It ensures that daily work
practices and procedures are being performed by suitable personnel who behave in a
reliable and trustworthy manner. In addition to laboratory personnel, laboratory access
request and approval processes for visitors and other outside personnel must be established
to ensure that there is a legitimate need for access, and that appropriate vetting and
escorting procedures are followed.

Laboratory biosecurity training should be provided in addition to biosafety training for all
personnel according to the outcomes of the risk assessment. Such training should help
personnel understand the need to protect biological agents and the rationale for the
specific biosecurity measures that have been put in place. It should also include a review of
relevant national standards and institution-specific procedures. Security-related roles and
responsibilities of personnel in everyday and emergency scenarios should also be defined.
Not all positions present the same level of biosecurity risk and training and requirements
should be commensurate with those risks.

Succession planning should be in place for management, scientific, technical, and
administrative personnel to ensure that critical knowledge of the safe and secure operation
of the facility does not lie with just one individual in the event of unavailability or departure.
Documented procedures for terminated or departing personnel must be established (for
example, transfer of accountability for inventories and equipment, retrieval of property
belonging to the laboratory, and cancellation of access). Procedures that should be
incorporated when implementing personnel management programs include establishing
specifications for assessing suitability before employment, developing procedures to ensure
only approved individuals can access at-risk biological agents, and regulating the sharing of
keys, combinations, codes, key cards, or passwords.

5.4.4 Physical security control

Physical security countermeasures are used to prevent unauthorized access of outside
adversaries (that is those who do not have a legitimate presence in the facility and have
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malicious intent such as criminals, terrorists, and extremists/activists) and also to minimize
the threat from insiders (that is those who have a legitimate presence in the facility such as
employees and approved visitors) who do not require access to a particular asset. Physical
security systems promote not only biosecurity objectives, but also directly support biosafety
by limiting access to the laboratory and other potentially hazardous areas.

An effective physical security system incorporates a variety of elements to enhance a
facility’s capability to deter, detect, assess, delay, respond to, and recover from a security
incident. These elements include boundaries, access controls, intrusion detection, alarm
assessment, and response, and they are typically graded. A graded protection system
increases security incrementally and forms risk-based layers of protection around the
facility’s assets. The highest level of protection should be given to those assets whose loss,
theft, compromise, and/or unauthorized use will have the most damaging effect on national
and potentially international security, and/or the health and safety of employees, the
public, and the environment. In addition, these elements should be selected and
implemented after a site-specific biosecurity risk assessment to ensure that they are all
practical, sustainable and commensurate with identified risks.

5.4.5 Transport control

The transfer of biological agents must comply with national and international rules for
packaging, marking, labeling, and documentation as outlined in section 6 transfer and
transportation. This process should be controlled to a level proportionate to the assessed
biosecurity risks of the biological agent being transported to ensure proper oversight within
the biosecurity program.

Procedures may include ensuring that biological agents are ordered from legitimate
providers and that they reach their intended destination using approved couriers.
Procedures for shipper, carrier, and receiver responsibilities to ensure that biosecurity risks
are controlled should be written and followed as appropriate. Vulnerabilities exist from the
moment items are removed from secure areas as an increased number of people may now
have access to them.

Transfers should be prearranged and preapproved by responsible parties and can use the
chain of custody documentation (or equivalent) for proper record keeping, if necessary,
based on the outcomes of a biosecurity risk assessment. Inventories must be updated to
reflect incoming and outgoing specimens, including internal and external transfers.

5.4.6 Emergency/incident response

Even the most well-prepared laboratory may experience unintentional or intentional
incidents or emergencies despite existing prevention or risk control measures. Effective
incident response is a risk control strategy that can reduce the consequences of these
unknown events through planning and preparation for potential incidents (such as
discrepancies found in inventories, missing biological agents, or unauthorized persons in the
laboratory), and may help detect, communicate, assess, respond to and recover from actual
events. An incident response protocol should be written and followed to ensure proper
reporting and to facilitate the investigation, root-cause analysis, corrective action, and
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process improvement. Drills and exercises can also be used in the planning and preparation
stages to test the responses to simulated incidents or emergencies. They can help identify
gaps and other improvement opportunities. Plans should be reviewed and updated at least
annually, and the information obtained through drills, incident reports, and investigations
should be used to make necessary adjustments and improvements.

5.4.7 Emerging biological risks

Emerging biological risks include genetically modified microorganisms, synthetic biology,
gain-of-function research, stem cell research, gene editing, and gene drives. Advances in life
sciences research are inextricably linked to improvements in human, plant, and animal
health. The promotion of high-quality life sciences research that is conducted responsibly,
safely, and securely can improve global health security and contribute to economic
development, evidence-informed policy-making, and public trust and confidence in science.
However, countries, laboratories, and scientists must also consider the risks posed by
incidents and/or the potential deliberate misuse of life sciences research and select
appropriate risk control measures to minimize those risks in order to conduct necessary and
beneficial life sciences research.

When considering the ethical issues related to life sciences in a risk assessment, no single
solution or system will suit all countries, institutions, or laboratories. Each country or
institution that assesses the extent to which it has systems and practices in place to handle
the risks posed by incidents or the potential deliberate misuse of life sciences research will
need to decide which measures are most appropriate and relevant according to their
national circumstances and contexts.

Do not focus on any one particular issue or technology (genetically modified
microorganisms, dual-use research of concern, synthetic biology, gain-of-function research,
stem cells, gene editing, and gene drives) but rather use one framework for which risks can
be assessed and managed regardless of the technology involved.

When conducting research with emerging technologies, for which limited information
currently exists, the scientific community must:

Promote a culture of integrity and excellence, distinguished by openness, honesty,
accountability and responsibility; such a culture is the best protection against the possibility
of accidents and deliberate misuse, and the best guarantee of scientific progress and
development:

* Provide direction for biosafety/biosecurity oversight and the risk assessment process
for emerging technologies in the life sciences, and as additional information is
obtained over time, contribute to a better understanding of their risks and
biosafety/ biosecurity needs;

* Monitor and assess the scientific, ethical and social implications of certain
biotechnologies and as warranted, monitor the development of those technologies
and their integration into scientific and clinical practice.
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6.0 Documentation, Distribution, and Communication

Documents provide written information about policies, processes, and procedures. They
communicate information to all people who need it, including users and laboratory
personnel. The laboratory ensures that documents and records are managed from creation
and receipt to archival and destruction, according to international standards, national law,s
and local regulations.

Hierarchy of documents

Processes and
Procedures

Forms and Records

Figure 53: Image of the hierarchy of documents

Documents on biosafety and biosecurity typically consist of four thematic tiers as depicted
below in the document hierarchy structure. These are:

e Tier 1 —This describes the international and national requirements from which the
laboratories in Ghana derived their policies and approach to the health and safety
program. Examples include I1SO 15190 etc.

e Tier 2 — Biosafety Manual: this defines the policies, objectives and approach to the
implementation of health and safety within laboratories in Ghana.

e Tier 3 — Process and Procedures: describes the interaction of the health and safety
program as well as the step-by-step guidance on how activities are performed.
Examples include SOPs and job aids.

e Tier 4 — Forms and Records: this shows evidence of the health and safety program
implementation process. At this level, forms that have been developed are being
filled in to generate records.

6.1 Document management system

All the mentioned documents and types of documents (SOPs, Checklists, Forms, Records)
should be in line with the institution's documentation management system (format and
code). A system must be established for managing documents so that the current version is
always available.
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6.2 Biosafety Policy

Each institution should ensure the availability of a Biosafety policy; this policy can be
included in a broader laboratory or quality management policy and can be national or
institutional.

6.3 Biosafety Manual

Every institution should develop its own biosafety and biosecurity manual and all staff
working in the laboratory must read and endorse the biosafety/biosecurity manual.

The relevant biosafety manual (as well as any other relevant) should be accessible to any
staff at any moment.

6.4 Sampling Manual/ Laboratory Handbook

Each Institution should ensure the availability of a relevant sampling manual, whether from
the National level or an institutional one.
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Figure 54: Example of handbook or manual

6.5 Standard Operating Procedures (SOPs)

Each Institution should ensure the availability of relevant biosafety SOPs, whether from the
National level or institutional ones. Few examples (non-exhaustive list):

e Risk management;

* Procedure in case of a spill of infectious material;

* Use and maintenance of class I-lll biological safety cabinets;
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* Emergency procedure in case of fire;

* Cleaning and disinfecting the laboratory;

* Emergency evacuation procedure;

* Monitoring health and immunizations;

* Conducting and recording fire drills;

* Emergency management (including all relevant emergencies);
* Personal protective equipment (PPE);

» Sterilization Procedures;

* Disinfectants and Antiseptics;

* Vaccination required for laboratory staff;

* Laboratory entrance requirements;

* Laboratory exit requirements;

* Infectious waste management;

* Hand washing;

* laboratory washing, including floor & benches;

* Procedures in case of injury (chemical, wound, burning);
* Procedure in case of blood exposure;

* Cleaning up chemical spills;

* Reporting laboratory accidents;

* Reporting laboratory-acquired illnesses;

6.6 Forms and records

Each Institution should ensure the availability of relevant forms, whether from the National
level or institutional ones. Few examples (non-exhaustive list):

e Incident report form;

e Safety audit checklist;

e Safety incident reporting form;

e Safety training form;

e Evacuation /fire drill form;

e Cleaning/ Disinfection form;

e Decontamination form;

e Aninduction/ orientation form;

e Alaboratory cleaning form/checklist;

e An emergency devices and equipment control checklist.

NB: ONCE A FORM IS USED TO CAPTURE INFORMATION, IT BECOMES A RECORD

6.7 Distribution and Communication

The distribution of documents should be distributed and/or communicated to the staff.

7.0 Veterinary Laboratory considerations

Veterinary laboratories handle biological materials that can pose risks toanimal and
human populations, and the environment. Thus, the animal work consideration
section was developed as part of this guide to expand and specify the biosafety and
biosecurity concepts related to veterinary laboratories. This section provides risk-
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based biosafety precautions and recommendations for the safe handling of samples
collected from animals to prevent inadvertent exposure of personnel to pathogens
and potentially infectious material, and the release of pathogens into the
environment.

As a first step in establishing documentation, a laboratory biorisk assessment
addressing biosafety and laboratory biosecurity issues, including any control or
mitigation measures to be implemented, must be completed. This means that
veterinary laboratory managers should ensure that:

e Biological risks are clearly identified, understood, controlled, and
communicated to the appropriate stakeholders;

e Biological risks are managed within the context of national and
international; regulations and legislation, including requirements for
permits and licenses to receive, maintain, work with, and distribute
specific agents and tissues;

e Management strategies are consistent throughout the country;

e The appropriate level of laboratory biosecurity, including controlled
access tostored samples and inventory records, are in place, monitored
and maintained and,

e The laboratory has a back-up plan for the transfer or destruction of
potentially dangerous stored/archived biological materials in the event
of power failures orother compromises to the storage environment.

Exposure to animal pathogens (zoonotic) can occur as a result of animal bites or
scratches, or through the handling of animal specimens and unintentional contact
with animal waste. These risks can be reduced through an animal welfare
consideration or animal health surveillance program, which emphasizes on:

e The selection of disease-free animals and the identification and
treatment of sick animals;

e Development of control measures for handling allergies developed
through prolonged contact with animals and animal feed products;

e The enrollment of personnel working with animals in a medical surveillance
program;

e Preventive measures due to kicking, trampling or cause crushing injuries
from large-sized animals;

e Consideration of potential exposure to other physical hazards through
equipment use and associated noises;

e Approval from the veterinary authority (Ministry of Agriculture) ensuring
that the use of animals for research, teaching, and testing employs
optimal care according to acceptable international scientific standards
and,

e Small and large animals zones are designed and operated in
accordance with the Veterinary Laws of Ghana.

7.1 Pre-analytical specificities of animal sampling
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Careful biosafety considerations must be given to the collection, containment, and
storage of the samples/specimens, to prevent contamination of the environment or
exposure of other animals and humans to potentially infectious materials

Laboratory specimens must be collected according to a sound knowledge of the epidemiology
and pathogenesis of the disease under investigation, or the disease syndrome to be diagnosed.
This will lead to the appropriate biosafety measures to be taken which consider the following:
e The appropriate method(s) of sample collection should be applied;
e The sampling of tissues or fluids most likely to contain the infectious agent
or evidence of the infection;
e Considerations of specific parts of the animal, including tissue predilection(s) or
target organs;
e The duration and site of infection in each tissue type and,
e The duration and route of shedding, or the time frame in which evidence of past
infection, such as an antibody response, can be detected reliably and safely by the
tests to be deployed.

During sampling, while it is critical to collect specimens as aseptically as possible, equal care
must be taken to avoid contamination with detergents and antiseptic treatments used to
clean the collection site on the animal, as these agents may interfere not only with the
biosafety measures but also with the laboratory test procedures. For example, procedures
requiring tissue culture of pathogens, as well as many molecular-based tests, can be
negatively affected by chemicals or detergents commonly used in the manufacture or
preparation of collection tools (e.g. chemicals used in the manufacture of some types of
swabs and detergents used in cleaning glassware).

Also, where chemical anesthesia is required for animal restraint, the impact of the chemical
on the test result (e.g. toxicology testing) and the sampler must be considered. Some
laboratory tests are not compatible with specific blood anticoagulants and tissue
preservatives, such as heparin, formalin, dry ice, or even freezing.

7.2 Restraints and handling of animal

Personnel working with animals must be trained and proficient in the use of animal restraint
methods as outlined in the OIE guide in order to understand:

e Methods of preventing the occurrence of injuries or exposure resulting from
animal aggression such as bites and scratches;

e That protruding obstructions pose a risk in animal containment zones and are to
be avoided in the design of gates and barriers;

e That accustoming the animals to the restraint method prior to the start of the
manipulations is the best way to provide a safe environment for both the animal
and the handler (e.g. with positive reinforcement, pigs will habituate to a sling,
and

horses/cattle can be trained to accept a halter and lead rope) and,
e That when handling large animals that are in caging systems, and depending on
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the species, the following restraint methods are utilized to immobilize the

animals:
a. Chemical restraint
b. Squeeze-back cages mechanism
¢. Gating systems
d. Transfer boxes
e. Chutes

7.3 Field biosafety and biosecurity for veterinary laboratories

In some cases, biosafety and biosecurity practices may not be feasible for a given environment
(e.g., in the field, or in a barn). In such situations, an alternative approach may be implemented
to meet the intent of the operational practice. For example, where theinstallation of a biological
safety cabinet (BSC) is not possible (e.g., in the field), an alternative approach may be used to
contain aerosols, or procedures may be adapted to reduce the risk of aerosol creation or contain
and transport strategy could be applied. The determination of alternative risk mitigation
strategies should be addressed.

7.3 Occupational Health Specification in veterinary laboratories

In veterinary laboratories, the laboratory staff is more likely to be exposed to some specific animal
diseases and to zoonotic diseases. As such, depending on the type of animals being dealt with, and the
associated risks, the staff working with animals should take precautionary measures such as specific
vaccines:
e Exposure to rabies infections is highly likely because of the presence of specimens
arising from dog involvement (and prevalence in the country), so vaccination against
rabies is highly recommended.

7.4 Disposal of animal carcasses

Methods for handling potentially large numbers of carcasses require urgent attention,
especially when faced with:

e A major animal disease outbreak and;

e The need for immediate disease containment.

A large number of carcasses likely to lead to an outbreak of disease could be produced through the
following:

e Natural disasters such as flooding or hurricanes

e Animal contamination by toxic chemical spills

e Ingestion of contaminated feed

e Llarge fires

e Animal starvation or humane killing and

e Deliberate bioterrorism

The best method of dealing with the disposal of animal carcasses is to avoid the need to
slaughter the animals. This document is considered carcass-generating factors as general
principles, recognizing that primary consideration must be given to disease control and
eradication as the most important aspect. Common methods for the disposal of animal carcasses
include rendering, incineration, composting, and burial.

7.4.1 General Principles of animal carcasses handling
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The most important general principles include:

e Earlier official intervention ensures fewer animals that will require disposal;

e Complete inactivation of the pathogenic agent must be insured;

e A defined emergency management plan must be communicated in advance and regularly to
all levels of the agricultural system;

e All required legal authorities and links to involved industries must be established in advance;

e The Veterinary Administrations (VAs) must assume primary leadership of an animal disease
outbreak;

e All potential consequences of an outbreak, especially financial consequences should be
assessed to minimize the negative impact on involved industry sectors;

e Producers' understanding and compliance with the principles of disease control;

e A system of traceability is required to allow immediate traceback of disease;

e Establish a list of pathogens with methods of transmission, zoonotic potential,
environmental resistance, and susceptibility to disinfectants as well as disinfectant
availability;

e Determine the availability of effective vaccines;

e Technical capabilities should be established at every step for animal slaughter; storage, and
disposal including licensing for emergency situations;

e Environmental assessments should be conducted in advance for suitable burial sites; and,

e A policy to promote the public understanding of the approach rationale.

8.0 Environment and agriculture considerations

Risk assessment and management guidelines for agriculture differ from human public health standards.
Risk management for agriculture research is based on the potential economic impact of animal and
plant morbidity, and mortality, and the trade implications of the disease. Agricultural guidelines take
this difference into account.

Worker protection is important but great emphasis is placed on reducing the risk of agent escape into
the environment.

A specific appendix on the topic was developed by USDA and can be found in the Biosafety in
Microbiological and Biomedical Laboratories (BMBL 5™ Edition) and describes the facility parameters
and work practices of what has come to be known as BSL-3-Ag.

BSL-3-Ag is unique to agriculture because of the necessity to protect the environment from an
economic, high-risk pathogen in a situation where studies are conducted employing large agricultural
animals or other similar situations in which the facility barriers now serve as primary containment). Also
described are some of the enhancements beyond BSL-3 that may be required by USDA/APHIS when
working in the laboratory or vivarium with veterinary agents of concern. This Appendix provides
guidance and is not regulatory nor is it meant to describe policy.
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